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3. PRESENTATION
This document respond to the following objectives of the e-Confidence project
(indicated at Work package number 2, Task 2.1 Definition of main topics and
performance indicators):
•
•

Gather evidences on the improvement in social skills of children and teenagers
caused by the use of videogames, considering previous studies.
Define the individual behaviour variables that can be improved with the use of
the videogames designed on the project.

In section four the concept of serious game is addressed. Serious game is a concept with
numerous definitions. In a broad sense the term refers to the idea of using games
(specifically designed ones as well as entertainment games) for purposes beyond pure
entertainment (Backlund, & Hendrix, 2013). Serious game provides an instructional tool
to make the learning process more enjoyable, easier to memorize and effective. It
combines pedagogy goals and game play to increase the participant interest and
engagement compared to traditional methods (Abdelali, Mateu, Imma, & Fatiha, 2016).
In sections five and six, both psychological and educational effects of the video games
have been studied, in general and considering the specific research topic of the project
(bullying and safe use of the Internet).
School bullying and peer victimization are major social problems affecting children and
adolescents in all parts of the world. The serious consequences of these acts have
generated considerable amount of attention from the media and the public, as well as
educators, school officials, researchers, practitioners, and lawmaker in recent years.
At the same time, recent years have seen a spectacular increase in Internet use,
particularly among the youngest individuals. This widespread use has offered numerous
advantages, but also certain drawbacks. Due to their natural adoption of Information
and Communication Technologies (ICTs) and less cautious, more trusting behaviour,
children and adolescents are more vulnerable to certain risks.
In this document a systematic review of the literature has been carried out with the
following objective: look for evidence in literature about the effects of video games
related to their impact on learning outcomes and the acquisition of digital competence
in 12-16-year-old students. Considering this objective, different research questions were
raised in relation to different issues: research design, study quality, characteristics of the
educational practice, impact and outcomes, special needs/attention to diversity,
promoters of research and limitations of the research in the field.
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In section seven of this deliverable, guidelines for intervention and video game design
are presented. From a psychological perspective, basic processes of operant
conditioning related to behaviour change by manipulating consequences and
antecedents of the behaviour are described, as well as is explained how those processes
function in computer games. ABA (Applied Behaviour Analysis), also frequently referred
to as behaviour modification, is the application of principles of behaviourism, primarily
principles of operant conditioning, in order to modify behaviour(s) as part of an
educational or treatment process. ABA interventions are evidence-based, individualized
interventions in which the behaviour of each participant is observed, measured, and
analysed, and treatment is driven by evidence of whether there was progress in
behaviour or not, and what conditions caused this improvement (Linehan, Kirman, &
Roche, 2015).
From a pedagogical point of view, a serious game can be described as a game with a
purpose; it seeks to promote problem resolution in fabricated scenarios that simulate
real life. Although they can be fun, this is not the purpose for which they are created.
There is a general search for a social change, the development of skills, emotional
health, etc. (Wouters, van Nimwegen, van Oostendorp & van der Spek, 2013). There is
not a general agreement for the classification and description of the elements of the
game (Dicheva et al., 2015). However, we can identify the most commonly used
categories: mechanics, dynamics, components, aesthetics, and emotions (Wiklund &
Wakerius, 2016). All these elements will be taken into account to propose a pedagogical
model of design serious games.
In section 8 we identify the games components and features to design the games for our
project, taking into account ATMSG and ABA models, as well as the recent pedagogical
theories on the subject.
In last section (number 9) contents and goals of the games are defined and then, we
propose situations and interactions that could be integrated in serious games, for
bullying and safe use of the Internet. These proposals will be useful to concrete the next
design of the video games.
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4. INTRODUCTION TO THE SERIOUS GAMES (SG)
Over the last 40 years, computer games have become an extremely popular leisure
activity and more recently, there has been interest in the potential of serious games to
help in learning, skill acquisition, and attitude and behaviour change (Boyle, Connolly, &
Hainey, 2011).
Computer games can be effective tools for enhancing learning and understanding of
complex subject matter (Cordova & Lepper, 1996) and effective tool for improving
learning in both adults and children (Girard, Ecalle, & Magnan, 2013). Today’s young
adults, adolescents and children are very used to and motivated by video games (VG)
(Lorant-Royer et al. 2010).
Serious games is a concept with numerous definitions. In a broad sense the term refers
to the idea of using games (specifically designed ones as well as entertainment games)
for purposes beyond pure entertainment (Backlund, & Hendrix, 2013). Serious game
provides an instructional tool to make the learning process more enjoyable, easier to
memorize and effective. It combines pedagogy goals and game play to increase the
participant interest and engagement compared to traditional methods (Abdelali, Mateu,
Imma, & Fatiha, 2016).
‘Serious games (SG) are digital games, simulations, virtual environments and mixed
reality/ media that provide opportunities to engage in activities through responsive
narrative/story, gameplay or encounters to inform, influence, for well-being, and/or
experience to convey meaning.’(Marsh 2011, p. 63). Difference between a SG and a
video game (VG) lies in their intended purpose: while for SG this is usefulness,
entertainment is for the latter or as Girard et al. (2013) stress: SGs are VGs with a useful
purpose.
Educational games are serious games specifically used for education. Despite the
increasing interest in SGs, their application in educational settings is still low. One of the
possible reason for barriers to adoption of SG in schools, beside negative perceptions
towards the educational value of games, also include the difficulty of providing good
enough games to keep students interested (Rice, 2007).
The concept of serious game itself is conflicting because combine seriousness with play,
which is by definition a voluntary and unproductive activity that brings joy and
amusement (Carvalho, 2017). Challenges are related to balancing fun and educational
elements in a SG and understand how these games can be designed to support effective
and efficient learning (Arnab et al., 2015). In creating a serious game that is both
amusing and educational, and efficiently doing so, communication between the
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multidisciplinary teams that are involved in the design and development of SGs can also
be problematic, due to a lack of common vocabularies that facilitate cooperation
(Marne, Wisdom, Huynh-Kim-Bang, & Labat, 2012).
Hunicke, Leblanc, and Zubek (2004) propose formal approach to understanding games
that attempts to bridge the gap between game design and development, game criticism,
and technical game research. The Model, Dynamics, Mechanics (MDA) framework
(Hunicke, Leblanc, & Zubek, 2004) proposes three perspectives from which to
understand and design games: the actual implementation of the game (Mechanics), the
overarching design goals (Dynamics) and the resulting player’s experience (Aesthetics).
O'Neil, Wainess, and Baker (2005) cited that computer games besides their usefulness
for instructional purposes could provide multiple benefits: diverse approaches to
learning processes and outcomes; interactivity; ability to address cognitive as well as
affective learning issues; and, motivation for learning.
Several methodologies of game design have been elaborated to help the serious games
development, providing the requirements analysis and interpretations related to
connecting the learning purposes to the gaming mechanics (Abdelali, Mateu, Imma, &
Fatiha, 2016). Among different models authors compare Activity Theory-based Model
for Serious Games (Carvalho et al., 2015), the Game Object Model (GOM) (Amory, 2007),
the Game–based Learning Framework (Van Staalduinen and de Freitas, 2011), the
RETAIN model (Gunter, Kenny, & Vick, 2006) and the experiential gaming model (EGM,
Kiili, 2005).
Activity Theory-based Model for Serious Games (ATMSG) aims to support a systematic
and detailed representation of educational SGs, depicting the ways that game elements
are connected to each other throughout the game, and how these elements contribute
to the achievement of the game’s desired pedagogical goals. The ATMSG fills a gap that
previous models, frameworks and methodologies for SG analysis and design do not
cover, namely the understanding of how high-level game requirements, concerning both
educational and entertainment goals, can be concretely satisfied in a SG, down to the
game mechanics level (Abdelali et al., 2016).
According to Carvalho (2017), one of the main contributions of the ATMSG is identifying
the main activities involved in the use of SGs for education: the gaming activity, the
learning activity, and the instructional activity that is further decomposed into intrinsic
instruction and extrinsic instruction. While the learning activity corresponds to the
viewpoint of the learner, the instructional activity depicts the side of the instructor. In
previous models and frameworks gaming and learning aspects were distinguished,
without distinctions among educational aspects of SGs. These distinctions clarify
differences between the learner’s and the instructor’s goals, and also which parts of the
instruction is given by the game and which ones require the intervention of the
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instructor. According to ATMS model game is a tool used by people with different
objectives and expectations. It allows the observer to think about how these different
objectives can interact in the game and affect its learning and entertainment outcomes.
Based on a review of the literature, Garris, Ahlers, and Driskell (2002) described game
characteristics in terms of six broad dimensions or categories: fantasy, rules/goals,
sensory stimuli, challenge, mystery, and control. Instructional content that is embedded
in fantasy contexts leads to greater student interest and increased learning. Fantasies
facilitate focalization of attention and the self-absorption that occurs when users
become immersed in game activity. Clear, specific, and difficult goals lead to enhanced
performance. When feedback indicates that current performance does not meet
established goals, individuals attempt to reduce this discrepancy. Sound effects,
dynamic graphics, and other sensory stimuli that are strange or unfamiliar can be
attention grabbing. Animated graphics enhance the motivational appeal of instructional
activities and found that students overwhelmingly choose to return to practice activities
that include dynamic graphics. Players are challenged by activities that are neither too
easy nor too difficult to perform. Although goals should be clearly specified, the
possibility of obtaining that goal should be uncertain. Games should employ progressive
difficulty levels, multiple goals, and a certain amount of informational ambiguity to
ensure an uncertain outcome. Mystery evokes curiosity, and this leads to the question
of what constitutes mystery. Mystery is enhanced by incongruity of information,
complexity, novelty, surprise and violation of expectations. Embedding activities in
fantasy contexts allows the player to encounter imaginary situations that differ from
their knowledge of how things work in the real word, stimulating curiosity. Students
who were allowed to choose the amount and the context of practice problems reported
more positive attitudes. Providing control led to increased motivation and greater
learning. Games evoke a sense of personal control when users are allowed to select
strategies, manage the direction of activity, and make decisions that directly affect
outcomes, even if actions are not instructionally relevant.

5. STUDY OF THE PSYCHOLOGICAL EFFECTS OF VIDEO
GAMES
Video games are played frequently and researchers are conducting empirical work to
determine the psychological and behavioural effects that such play may have on players
(Barlett, Anderson, & Swing, 2009). Multiple theories predict, and empirical findings
reveal, that violent video game exposure is causally related to a host of negative
outcomes and a few positive outcomes. The vast majority of psychological research on
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the effects of “gaming” has been on its negative impact: the potential harm related to
violence, addiction, and depression. Granic et al. (2014) argued that a more balanced
perspective is needed, one about the possible negative effects but also about the
benefits of playing these games. Considering these potential benefits is important, in
part, because the nature of these games has changed dramatically in the last decade,
becoming increasingly complex, diverse, realistic, and social in nature.
Some non-violent video games have been related to some specific positive learning
effects as well as certain types of visual cognition (e.g., spatial rotation abilities) and may
be associated with some negative effects on executive control and attention disorders.
Video games can be useful in aiding children and adults in learning educational content
and visuospatial or visuo-temporal skills, but these benefits do not depend on violent
content. Possible positive effects of playing video games were summarized in Granic et
al. (2014) review focusing on four main domains: cognitive, motivational, emotional, and
social by integrating insights from developmental, positive, and social psychology, as
well as media psychology.
Whether video game plays affect social behaviour is still a topic of debate. Despite
concerns about the potential influence of violent video games on youth’s aggression and
violence have been debated for several decades, a consensus is still lacking on video
game violence effects. While some authors have concluded that video game violence
effects on aggression have been demonstrated in wide segments of the population
(Anderson et al., 2008), others have concluded that video game violence may have only
weak effects on youth aggression, or may only influence some youth, particularly those
already at-risk for violence (e.g., Giumetti & Markey 2007).
Greitemeyer and Mügge (2014) according to data from 98 independent studies
confirmed that both violent and prosocial video games had a significant association with
social outcomes. Whereas violent video games increase aggression and aggressionrelated variables and decrease prosocial outcomes, prosocial video games have the
opposite effects. These effects were reliable across experimental, correlational, and
longitudinal studies, indicating that video game exposure causally affects social
outcomes and that there are both short and long-term effects. According to these
conclusions, when schools or companies are going to use video games to aid in
instruction, it is suggested that those games do not contain violence. This should not
distract from the fun or potential to learn classroom material from these games,
because nonviolent video games can be as fun and educational as violent video games.
Caution is also needed regarding the amount of time spent using video games
instructionally, because of the association between video game playing and attention
deficit and school performance problems.
In reviewing the possible effects of video games it is important to stress results of the
studies on the negative effects of gaming, including addiction, depression, and
H2020-ICT-2016-2017/H2020-ICT-2016-1·
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aggression (Anderson et al., 2008; Ferguson, 2007). According to the results of van Rooij
et al. (2011) and Gentile et al. (2009) 3% of Dutch and about 8% of U.S. youth who play
video games exhibit pathological symptoms of addiction (i.e., damage to family, school,
or psychological functioning).
General Learning Model (GLM; Buckley & Anderson, 2006) describes how person and
situational variables interact to either increase or inhibit various types of learning.
According to this model the effects video game play on social outcomes are assumed to
depend to a large extent on the content of the game being played. The learning process
is mediated by the internal state, which consists of one’s physiological arousal, feelings,
and cognitions. These three internal states vary as a function of the ongoing situational
episode and traits, attitudes, skills, emotions, and beliefs that the individual brings to
the situation. In this sense, each situational encounter constitutes another learning trial.
The learning that may occur consists of factual learning, learning behaviours, perceptual
learning, and changes in attitudes, beliefs, and emotional reactions. GLM accounts for
both short-term effects of playing video games but also for long-term changes because
of repeated exposure to video games.
Playing a prosocial (relative to a neutral) video game increases helping (Gentile et al.,
2009) and decreases aggression (Greitemeyer, Agthe, Turner, & Gschwendtner, 2012).
The link between prosocial video game play and helping behaviour has been
documented in correlational, longitudinal, and experimental investigations. These
findings are in line with assumptions of the General Learning Model and point to the
importance of the cognitive and affective routes in predicting how aggressive behaviour
is affected by exposure to video games.
Greitemeyer and Mügge (2014) meta-analysis provides evidence that prosocial video
game exposure increases helping and decreases aggression. The effects of playing
prosocial video games are even stronger than the effects of playing violent video games.
Important determinants of the player’s social behaviour are not only related to question
of how much is played (the amount of game play), but also a question of what is played
(the content of game play).
In general, such learning-based changes can change the video game player’s personality
traits and abilities. GLM can also predict why video game play is related to learning
negative outcomes. One specific type of GLM is the General Aggression Model (GAM;
Anderson & Bushman, 2001). GAM delineates how the causal link between any variable
that increases aggressive behaviour (such as media violence exposure) is mediated by
one’s thoughts, feelings, or physiological arousal. Some variables increase aggression
primarily through the affective route (e.g., uncomfortably hot temperature; e.g.,
Anderson, Anderson, Dorr, DeNeve, & Flanagan, 2000).
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In their analysis of the research findings on the benefits of video games, Granic et al.
(2014) have stressed the potential that these games hold for interventions that promote
well-being, including the prevention and treatment of mental health problems in youth.
The authors conclude that given how enthralled most children and adolescents are with
video games, a multidisciplinary team of psychologists, clinicians, and game designers
have to work together to develop genuinely innovative approaches to mental health
interventions.
As some author emphasized (e.g. Annetta et al., 2009, Wrzesien & Raya, 2010) there is a
clear lack of empirical studies investigating the effectiveness of SGs in learning. It is
necessary to conduct many more experimental studies comparing the effect on learning
of no training, pencil-and-paper training, VG training and SG training, before it is
possible to claim that SG-based training is effective (Farrington, 2011).
One of the limitation of a number of more traditional evidence-based approaches is that
they largely rely on imparting psychoeducational information (Granic et al., 2014).
Children and adolescents, especially those who do not recognize that they have a
mental health problem or are not motivated to change, often find the traditional
approaches through lessons boring. A video game that can impart this same knowledge
but use elements of play and game mechanics that have proven immensely engaging
may help to address this barrier.

5.1 METHODOLOGY AND CONCLUSIONS
The main goal of this section is to present most frequently used ways of investigating
the psychological effects of videogames on student’s experiences as well as some
important features, which we need to take in consideration when planning evaluation.
As the topic of effectiveness of videogames has become more popular, the number of
studies is increasing (Mayer et al., 2014). Therefore, it is hard to carry out a
comprehensive review covering the whole area.
The diversity of the field results in diversity of scientific methods to study it (Backlund &
Hendrix, 2013). While some evaluations of games have been anecdotal, descriptive or
judgmental (Ke, 2009), there are a substantial number of empirical studies. The design
used in evaluation studies could be correlational, experimental or quasi-experimental:
from the simple “post-test only”, to a “pre-test/post-test” design, a “randomized”,
“control group”, “repeated measurement” design (Mayer et al., 2014). When discussing
quality of the evaluation studies on computer games and serious games, Connolly et al.
(2012) suggested criteria for quality of research design. For example, papers were coded
as high in cases of randomized control trials; medium in cases of quasi-experimental
controlled study; or low in cases of pre-test/post-test design, case-study, and singleH2020-ICT-2016-2017/H2020-ICT-2016-1·
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subject-experimental design. In relation to data gathering, qualitative and quantitative
methods (self-reported, tested, or observed) could be used separately or jointly in
pregame, in-game and postgame stages (Mayer et al., 2014).
A randomized experiment has the highest possible internal validity, in demonstrating
that an intervention has an effect on an outcome (Ttofi & Farrington, 2011). Providing
that a sufficiently large number of units is randomly assigned, the experimental and
control conditions are equated on all measured and unmeasured variables (Ttofi &
Farrington, 2011). Therefore, the randomized experiment eliminates the threat to
internal validity of selection effects. However, other threats, such as differential attrition
from experimental and control conditions, can still be problematic. In contrast, quasiexperimental methods, using matching or statistical control techniques, can control for
measured confounders but not for unmeasured ones. Therefore, they are generally less
able to deal with the problem of selection effects.
In research on anti-bullying programs, schools or school classes, rather than children,
are usually randomly assigned to receive the program. Ttofi and Farrington (2011) stated
that it is not true in all cases that randomized experiments on anti-bullying programs are
methodologically superior to quasi-experimental evaluations with before-and-after
measures of bullying in intervention and control conditions. It is clear that these two
designs are potentially the best methodologically. The main threat to internal validity in
these designs is differential attrition from intervention and control conditions.
Non-randomized comparisons of intervention and control classes with no prior
measures of bullying are inferior to non-randomized comparisons with prior measures
(Ttofi & Farrington, 2011). Where there are no prior measures of bullying, it is important
to include some pretest measures that establish the comparability of intervention and
control children. Otherwise, this design is vulnerable to selection and regression effects
in particular.
Ttofi and Farrington (2011) mentioned also the age-cohort design. This is design in which
children of a certain age in year 1 before the intervention are compared with (different)
children of the same age in the same school after the intervention in year 2. It largely
eliminates problems of selection, aging, regression, and differential attrition, but it is
vulnerable to history and testing effects. This design is likely to have high external
validity.
Overall, the intervention-control comparisons and age-cohort designs might be regarded
by some researchers as methodologically inferior to the randomized experiments and
intervention-control/before-and-after designs, but all designs have advantages and
limitations. These are the best and most controlled designs that have been used to
evaluate the effects of anti-bullying programs.
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The results of systematic literature review of empirical evidence on computer games
and serious games on users aged 14 or above (Connolly et al., 2012) show that studies of
games for learning and serious games tended to use quasi-experimental designs with
surveys less common, while studies of entertainment games used quasi-experiments
and surveys. Randomized control trial (RCT) and qualitative designs were relatively
uncommon. In an update to the systematic literature review of empirical evidence of the
impacts and outcomes of computer games and serious games, Boyle et al. (2016)
concluded that the most popular study design, used both in studies of entertainment
games and games for learning, was again the quasi-experimental design. Correlational
designs were typically used to examine the impact of variables related to the game, the
players or the context of play on the outcome, while surveys were commonly carried out
in the earlier stages of game evaluation to assess acceptance of games (Boyle et al.,
2016).
Although quasi-experimental design is less rigorous than RCTs and offers less rigorous
evidence about effectiveness of games, it can contribute to understanding of the
outcomes and impacts of playing games. In their literature review, Boyle et al. (2016)
revealed that a number of studies were like RCTs but, for pragmatic reasons,
participants could not be randomly allocated to groups, since they were tested in the
context of the whole class. The same authors said that it is not always possible or
meaningful to carry out a pre-test to establish baseline similarity of the two groups as
required in an RCT. For example, many studies comparing visual-spatial performance of
game players and non-game players highlighted the fact that the game players have
been playing games for a long time and consequently the target skills were not originally
pre-tested. According to Boyle et al. (2016), the lack of randomized control trials was not
surprising, given the problems in identifying a suitable control condition in looking at
affective and motivational outcomes. Girard et al. (2013) in their meta-analysis about
the effectiveness of serious games elaborated the control group problem. Namely, due
to inconsistent use of the concept of “control group”, it is impossible to compare the
results of the effectiveness of learning in different studies. According to them, the
control group in different studies may be a group of subjects who receive no training,
subjects who are trained using traditional methods (pencil-and-paper or face-to-face
teaching) or a group trained using a different game in order to study learning
effectiveness compared with another videogames or serious games. In discussing the
ideal control group, Girard et al. (2013) concluded that the best way to assess and prove
the effectiveness of any given type of training (video games, serious games or other) is
to compare it with at least a group that receives no training and a group trained using a
different type of training material.
While considerable efforts and resources are aimed to evaluating game-based learning
and serious games, Mayer et al. (2014) emphasized many weaknesses in the evaluation
research conducted on adult samples. Some of them are related with methodology, for
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example: a lack of framework for comparative, longitudinal evaluation; few validated
questionnaires, constructs or scales (from the other fields or newly constructed); and a
lack of proper research designs, other than randomized controlled trials. Meyer et al.
(2014) further summarized that there is a lack of overarching methodology for serious
games research, which means evaluating games in comparative, systematic fashion
using procedures, frameworks and methods that can be validated, checked and
reproduced. Backlund and Hendrix (2013) also suggested that there is a lack of
longitudinal empirical studies that assess the effect of serious games over time. It is
open question if games can be effective tool over a longer period. As cited in Hamari,
Koivisto and Sarsa (2014) some studies showed that the results of gamification may not
be long-term, but instead could be caused due to a novelty effect. Furthermore, studies
comparing single components (face-to-face vs. online) and the added value of the ICTcomponent in a multifaceted program are needed and they could suggest relevant
practical information on how to improve prevention programs (Nocentini, Zambuto, &
Menesini, 2015).
According to the standards of evidence proposed by Flay et al. (2005) an efficacious
intervention (1) should have been tested in at least two rigorous trials that (2) involved
defined samples from defined populations; (3) used psychometrically sound measures
and data collection procedures; (4) analyzed data with rigorous statistical approaches;
(5) showed consistent positive effects (without serious iatrogenic effects); and (6)
reported at least one significant long-term follow-up. Only few studies complied with
these standards of evidence defined in the prevention science literature and in bullying
literature (Nocentini et al., 2015).
In a literature survey of the effectiveness of serious games, Backlund and Hendrix (2013)
additionally highlighted the need for evaluator analysis (e.g. whether the evaluator is
independent or the stakeholder in the development of the game). It seems that there is
a trend towards evaluations by stakeholder, and these studies are likely to have positive
results although the effects are not strong. The authors also pointed up that evaluation
with stakeholders as evaluators had more unclear findings, which can be due to
overambitious evaluation criteria of stakeholders aiming to provide proofs for their
game (Backlund & Hendrix, 2013).
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6. STUDY

OF

THE

EDUCATIONAL

EFFECTS

OF

VIDEOGAMES
As stated previously, video games are digital leisure resources commonly used by young
people that are increasingly used as educational resources in today’s classrooms. Martín
and Martín (2014) describe how they can be a great opportunity to develop students’
skills and competencies when they are used as an educational resource. There is
growing literature on this subject, from the point of view of the reflection on the
benefits, advantages and disadvantages of the educational use of these resources from
different pedagogical approaches and the hypothetical approach of classroom practices
or analysis of the didactic possibilities of certain video games and the experiences of
direct use of these resources. However, it is necessary to deepen in the results of the
real applications of these tools in the classroom, and explore educational possibilities.
A number of empirical studies have examined the effects of game-based instructional
programs on learning (e.g. Garris et al., 2002). Although students generally seem to
prefer games over other, more traditional, classroom training media, reviews have
reported mixed results regarding the training effectiveness of games. Despite the
emerging hyper-production of the “gamification” interventions in the health and
educational sciences, Granic, Lobel, and Engels (2014) stressed that caution is
warranted. According to them, few of the games developed to improve learning
outcomes are ever scientifically evaluated. As a result, it is still unknown how much
more effective these games are in changing behavioural than are conventional
approaches.
Girard et al. (2013) in their meta-analysis of recent studies and the arguments taken
from the literature, stressed the SGs as possible powerful tools for learning. According
to Wrzesien and Raya (2010), games like VGs and SGs boost intrinsic motivation in
players (desire for challenging, independent mastery and curiosity). Players are
consequently more engaged in the learning process and learn more than they do using
traditional teaching methods. Another possible benefit of SG is that their use permits
the harmless simulation (Farrington, 2011) of many physical situations and natural
phenomena, which cannot be produced in real-world situations.
Educational video game exposure (independent of violent content) is related to
cognitive-related variables and specific content knowledge is related to what the games
are intended to teach. The use of video games to teach specific educational skills and
knowledge is an intended positive consequence of educational video games. Gentile and
Gentile (2008) argued that video games can serve as excellent instructors because,
unlike traditional teaching methods, computer-based instruction reinforces the student
often, emphasizes distributed practice (because children continue to play games on
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many separate occasions), offers clear objectives, and requires that the learner be
actively involved.
Games provide highly engaging activities which are stimulating, generate strong
emotions, require complex information processing, provide challenges and can
potentially support these more serious purposes of learning, skill acquisition and
attitude and behaviour change (Boyle et al., 2011). According to Input-Process-Outcome
Game Model of learning (Garris et al., 2002) the game cycle is triggered by specific game
features. A central hallmark of game play is not that users play a game and then put it
down but that users are drawn into playing a game over and over there are several steps
of cycle. Game play can lead to specific user judgments or reactions such as increased
interest, enjoyment, involvement, or confidence; these reactions lead to behaviours
such as greater persistence or intensity of effort; and these behaviours result in system
feedback on performance in the game context. With these in mind games designers
have objective to design an instructional program that incorporates certain features or
characteristics of games. To the extent that they are successful in pairing instructional
content with appropriate game features, this cycle results in recurring and selfmotivated game play. Finally, this engagement in game play leads to the achievement of
training objectives and specific learning outcomes. The Input-Process-Outcome Game
Model is consistent with the experiential learning approaches of Dewey and Kolb, and
with modern constructivists such as Duffy and Jonassen (1992). According to Garris et
al., (2002) it is important to emphasise that people do learn from active engagement
with the environment and this experience coupled with instructional support (i.e.,
debriefing, scaffolding) can provide an effective learning environment.
The most frequently occurring outcomes and impacts were knowledge
acquisition/content understanding and affective and motivational outcomes (Connolly,
Boyle, MacArthur, Hainey, & Boyle, 2012). Studies confirm that among variety of
reasons pleasure/fun and challenge coming out as key reasons for playing games. Lucas
and Sherry (2004) identified six main reasons why people play computer games:
competition, challenge, social interaction, diversion, fantasy and arousal. Lucas and
Sherry (2004) also found that males gave higher ratings to all reasons for playing games
than females.
Using the Technology Acceptance Model, Hsu and Lu (2004) found that social norms
(e.g. players’ perceptions of other people’s views of the technology), critical mass (the
number of people using the technology) and flow were good predictors of attitudes to
and use of online entertainment games.
Gentile and his colleagues (2009) have suggested that there are at least five dimensions
along which video games can have effects—the amount, content, context, structure, and
mechanics—each of which is likely to have specific effects. The amount of game play
appears most related to activity displacement effects such as poorer school
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performance and risk of obesity. The content of game play appears most related to
effects such as increased aggression or increased specific educational skills. The context
of game play may change the effects of content, such as how the social context might
enhance some effects when playing a multiplayer game. The structure of games appears
most related to improvements in visual attention skills or getting three-dimensional
information from two-dimensional representations. The mechanics of game play
appears most related to improvements in specific skills such as hand-eye coordination.

6.1 METHODOLOGY AND CONCLUSIONS
In this way, it is proposed to carry out a systematic review of the literature that enables
to know the objective results of the application of video games in secondary education
(based on research results), considering the age range from 12 to 16 years. In this review
it has been search evidence in literature about the effects of video games related to
their impact on learning outcomes and the acquisition of digital competence.
Databases used have been Science Direct and Scopus with the search terms GAMES AND
“SECONDARY EDUCATION” AND LEARNING. Inclusion and exclusion criterias used to
select the appropriate studies to include in the review were to be scientific Journal
articles from 2006 to 2016 which include empirical evidence relating to the impacts and
outcomes of digital games.
Articles excluded were lax articles which did not define research questions, search
process, or data extracted process. Articles which refer to non-digital games (chess,
board games…). Articles that did not show o had empirical direct evidence of using video
games in an educational context (e.g. systematic reviews), and articles which use sample
with other ages or from other educational level
During the study 951 articles were found in repositories according to the search terms
(excluding repeated papers in both databases) from which 23 articles were included and
928 papers excluded. The conclusions of the study can be seen hereinafter:
Research on the use of video games in education has been carried out through different
research designs, some studies have used more than one research design. The most
frequent design types are quasi-experimental design studies with pre-test post-test with
control group (n=11), followed by 5 studies that have opted for studies of qualitative
type or for obtaining data of qualitative type in a complementary way.
The sample used in the included studies to evaluate the educational effects of video
games is positioned between a range of 13 students to 505 students, always taking into
consideration that different research methodologies have been implemented in the
studies (with control group, without control group, qualitative studies, etc). Some
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studies focus on a given age (either 12 or 13 years) and others focus on small or large
age ranges (for example, 11 to 12 years, 11 to 16 years or from 16 to 26 years).
Countries where these studies were conducted were Taiwan (Republic of China) with
four studies, followed by The Netherlands, Greece and the United States of America
with three studies. The United Kingdom and Czech Republic conducted two studies.
Other studies have been also made in Australia, Austria, China and Spain. Also note a
study applied in both Taiwan (Republic of China) and the United States of America. In
this sense, we see that research on the educational effects of video games is being
applied with secondary students from different parts of the world, so it has a growing
international interest.
The video games used in the analysed studies were mostly videogames originally
designed for learning purposes (which could be included within the label Serious
Games), namely, 19 studies (Table 1). Only 4 studies presented the use of entertainment
video games (COTS or Commercial Off-The-Shelf Games). This may imply that
videogames designed for learning purposes are easier to use in classrooms since they
already had a pedagogical purpose. This is in line with the literature review conducted
by Martin (2015) where video games created for learning purposes (serious games)
were predominant over games for entertainment.

Table 1. Type of videogame by its objective in its original design used in included studies.
Videogame type

Number of
studies

Video Game For
Learning

19

Game For
Entertainment

4

Research studies
Admiraal, Huizenga, Akkerman and Ten Dam (2011); Anneta,
Minogue, Holmes and Cheng (2009); Arnab et al (2013); Bowen et
al. (2014); Brom, Levcík, Buchtová and Klement (2015); Brom,
Preuss and Klement (2011); Cheng, Lin and She (2015); Clark et
al (2011); Favier and Van Der Schee (2014); Giannakos (2013);
Huizenga, Admiraal, Akkerman and Ten Dam (2009); Jong
(2015); Lee and Chen (2009);Papastergiou (2009); SampayoVargas, Cope, He and Byrne (2013); Theodoropoulos, Antoniou
and Lepouras (2017); Vrugte et al. (2015), Watson, Mong and
Harris (2011), Yang (2015).
Appel (2012); Charsky and Ressler (2011); González-González
and Blanco-Izquierdo (2012); Sun, Wang and Chan (2011).
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Currently, it is difficult to make a classification of the genres of videogames that allows
to classify unambiguously each video game within a single category, while a video game
can have characteristics of several genres or even new features not considered in the
current classifications. That said, the genres or types of video games mostly used in the
selected studies were "Animated tutorial" and "Simulation", followed by video games
puzzle type, and "Role-Playing" And "Strategy".
The genres of video games that are most effective from a pedagogical point of view are
the Animated tutorial, simulation, Puzzle, Strategy and RPG. We can consider that the
animated tutorials present situations in which different issues are taught as a tutorial
with animations of the characters or situations. On the other hand, simulation allows us
to create and generate situations in virtual worlds that simulate reality allowing us to
experiment and test without suffering damage in a safe environment. Puzzle and
strategy can favour reasoning, the search for strategies and plans to solve the problems
that arise. Finally, RPG allow the students to assume the role of a character and to
experience different identities as well as the consequences of actions in a virtual world.
Computers are excellent resources for the use of video games, followed by the use of
mobile and games online. The use of video consoles of both types (handheld consoles
and home consoles) as well as the tablets have not been used yet in this type of
research. It can be inferred that is more feasible to use videogames in education
through computers compared to other technologies, since these resources are more
commonly available in schools for other activities and can be used for multiple activities
(as for videogames). However, the use of tablets or game consoles of both types
becomes less common and may lead to schools a difficult monetary investment (and, in
a way, perhaps less justifiable in terms of cost-benefit ratio).
Regarding the type of charts to be used in this type of studies is mainly 2D. The
development and creation of 2D video games is more practicable and economically
realistic in research, and a good part of the studies analysed focus on the design,
creation and application of specific video games for education.
In the last decade (2006-16), published articles on the educational impact of video
games on children aged 12 to 16, who present scientific evidence, are not very
numerous, since of 951 articles reviewed, only 23 respond to this requirement.
The most used research design is the pre-post test quasi-experimental design with
control group. Most studies use samples from more than 100 subjects and their quality
is high. The countries where more studies have been done are Greece, Netherlands,
Taiwan and USA.
From a pedagogical point of view, most video games are designed for learning, not for
entertainment. The type of games most used and most effective are "animated tutorial",
"simulation", "puzzle", "role-playing" and "strategy".
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The device most used to access the games is the computer, being minority the use of
mobiles. Most video games have been developed with 2D technology, it raises the
individual use "single play", although they are some of collaborative or competitive
character.
In terms of acquired learning, the majority focus on the acquisition and understanding of
curricular (school) content. Especially about Science and Computing. There is also an
impact on motivation and the acquisition of cognitive and perceptual skills. In almost all
cases the impact has been positive.
The learning results do not vary per the type of 2D or 3D technology and not according
to the type of game "simple play", "collaborative play" or "competitive play".
Regarding the limitations of research in this field, we can classify them into different
groups: methodological aspects of the research process, aspects of the educational
implementation of the video game and aspects related to the design of the video game.
In relation to this last aspect, to emphasize the fact of not having contemplated the
attention to the diversity of students.
The design and development of educational video games is a growing line that requires
investment and support from various institutions, to address relevant issues on which
material is not yet available, such as the Safe Use of Internet, one of the objectives of
the e-Confidence project.
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7. GUIDELINES FOR INTERVENTION AND VIDEOGAME
DESIGN

7.1.

GUIDELINES

FOR

PSYCHOLOGICAL

INTERVENTION

BASED

ON

PROCEDURES OF BEHAVIOUR MODIFICATION OR APPLIED BEHAVIOUR
ANALYSIS (ABA)
More than 60 years ago, in 1953, B. F. Skinner, the father of radical behaviourism, gave a
systematic description of the manner in which environmental variables control
behaviour. In doing that, he introduced the principle of operant conditioning in which
“we strengthen an operant in the sense of making a response more probable or, in
actual fact, more frequent” (p. 65). About 30 years after that he related those principles
with playing video games and stated that young people are absorbed in video games
and eagerly play them because of the scheduling of reinforcements (Skinner, 1984).
Contemporary computer games are much more complicated and sophisticated than the
Pac-Man video game that Skinner referred to in his paper. However, the principles
explicated by behavioural psychologists might still be useful in explaining how specific
game design elements can prompt and retain player engagement. The basic idea is that
through manipulating the environment, players’ behaviour could be changed in order to
achieve desired goal. That notion is especially important in serious games design, as
those games have been developed for the purposes of training and behaviour change in
business, industry, marketing, healthcare and government NGOs as well as in education
(Sawyer & Smith, 2008).
This part of paper aims to describe basic processes of operant conditioning related to
behaviour change by manipulating consequences and antecedents of the behaviour, as
well as to explain how those processes function in computer games.
ABA (Applied Behaviour Analysis), also frequently referred to as behaviour modification,
is the application of principles of behaviourism, primarily principles of operant
conditioning, in order to modify behaviour(s) as part of an educational or treatment
process. Bear, Wolf, and Risely (1968) describe “Analytic behavioral application” as “the
process of applying sometimes tentative principles of behavior to the improvement of
specific behaviors, and simultaneously evaluating whether or not any changes noted are
indeed attributable to the process of application-and if so, to what parts of that
process.” (p. 91). ABA interventions are evidence-based, individualized interventions in
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which the behaviour of each participant is observed, measured, and analysed, and
treatment is driven by evidence of whether a there was progress in behaviour or not,
and what conditions caused this improvement (Linehan, Kirman, & Roche, 2015).
Typically, behaviour modification design includes several phases: (1) recording the
baseline measurement of behaviour, (2) applying the intervention, (3) comparing
intervention effects with baseline and if necessary (4) reintroduce the intervention
(Woolfolk, 2010).
According to operant conditioning, behaviour is affected by environmental conditions or
stimulus changes that exist or occur prior to the behaviour (antecedents) and stimulus
changes that follow behaviour (consequences) (Cooper, Heron, & Heward, 2007).
Therefore, following ABA procedure, first we have to specify the target behaviour and
note the current level of that behaviour (baseline). Then, we have to plan a specific
intervention using antecedents, consequences, or both. Finally, we have to record the
results, and modify the plan if needed (Woolfolk, 2010).

7.1.1. Reinforcement and Punishment
Consequences are crucial in determining whether or not a person will repeat the
behaviour. The use of consequences to strengthen or increase the behaviour is called
reinforcement, while the use of consequences to suppress or weaken the behaviour is
called punishment. Both reinforcement and punishment could be positive and negative,
depending on whether something is added (the stimulus is presented; positive) or
something is withdrawn (the stimulus is removed; negative).
Positive reinforcement describes a situation in which desired stimulus is presented after
behaviour and therefore the behaviour is more likely to occur in the future. Points,
badges, levelling up, and access to new tools, features, or options are often used in
computer games as rewards for desired behaviour. However, they can be regarded as
reinforces only if they increase the likelihood that specific behaviour will increase after
their presentation (in similar context). In that case, we can say that the process of
positive reinforcement was efficiently used in the game.
Negative reinforcement describes a situation in which an existing aversive stimulus or
condition is removed or terminated when the behaviour occurs, and therefore the
behaviour is more likely to occur in the future. Negative reinforcement is used mainly to
strengthen the (desired) behaviour by avoiding some aversive situations in the game.
For example, by performing certain actions and using certain tools the player can make
his/her character defeat the enemy and avoid getting hurt or killed, avoid losing points,
features and so on. Therefore, the player will be more prone to perform the specific
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actions or use the particular tools that allowed him/her to avoid or terminate aversive
situation.
Positive or presentation punishment describes a situation in which aversive stimulus is
presented after behaviour and therefore the behaviour is less likely to occur in the
future. Disapproving messages or negative feedback after inappropriate behaviour
occurs could be examples of positive punishment in computer games or gamified
applications. Likewise, if the player character uses the wrong tool or makes the wrong or
inappropriate action he/she could experience some negative consequences including
presenting aversive auditory or visual stimuli (e.g. unpleasant sounds or flashes), social
consequences like disapproval or critique from other game characters, or even enemy
attacks. If the player’s behaviour becomes less frequent or stops after presenting those
aversive stimuli, positive punishment is effectively used in the game.
Negative or removal punishment describes a situation in which an (pleasant) stimulus or
condition is removed or terminated when the behaviour happens, and therefore the
behaviour is less likely to occur in the future. There are two main forms of negative
punishment: time-out and response cost (Cooper et al., 2007). Time out involves loss of
access to positive reinforcements, or loss of opportunities to earn positive reinforcers
for specified time, following the occurrence of inappropriate behaviour. Response cost
involves losing or removing a specific amount of reinforcers after behaviour occurs.
Response cost procedures usually involve fines for violation of rules. Negative
punishment in computer games is very commonly used in situations in which the player
character loses points, badges, strength or other previously earned reinforces after
inadequate or inappropriate behaviour.
Linehan et al. (2015) suggest that in order for feedback in the game to be effective a
game should be “(a) offering a variety of rewards for appropriate performance, (b)
offering persistent negative consequences for poor performance, which the player will
work to avoid, and (c) directly presenting aversive consequences when the user does
something that the service provider does not want him or her to do” (p. 99). In other
words, all kinds of reinforcements and punishments should be used in the game.
Basic processes in operant condition in relation to behaviour increase/decrease and
stimuli presentation/removal are shown in Table 2.
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Table 2: Positive and negative reinforcement and punishment.

present, add,
provide stimulus

remove, take
away, terminate,
withdraw
stimulus

behaviour
increases or
becomes more
probable

positive
reinforcement

negative
reinforcement

behaviour
decreases or
becomes less
probable

positive
punishment

negative
punishment

Skinner (1953) recognized that “when reinforcement is no longer forthcoming, a
response becomes less and less frequent” (p. 69), and he refers to that process as
“operant extinction”. The process of operant extinction is slower than the process of
operant conditioning, but it depends on how strong the effect of conditioning is. If the
behaviour was reinforced only few times, extinction occurs quickly, whereas if the
behaviour was reinforced for longer period extinction is slower. However, the relation
between the number of responses that are reinforced and the number of responses that
appear in extinction is not simple. It is dependent on several things, like on the type of
reinforcer used, on emotional effects, but also on the schedule of reinforcement that
was used when the behaviour was reinforced.

7.1.2. Schedules of Reinforcement
Schedule of reinforcement denotes how often reinforcement is provided for targeted
behaviour (described in detail in Ferster & Skinner, 1957). In some cases, the behaviour
might be reinforced every time it occurs. This is continuous reinforcement schedule. This
type of schedule leads to rapid learning, but when reinforcement stops, extinction is
quick; i.e. response disappears rapidly. On the other hand, reinforcer could be presented
after some, but not all responses. This reinforcement schedule in which only some
instances of behaviour are reinforced is called intermittent or partial reinforcement
schedule. There are two types of intermittent reinforcement schedules: interval
schedule and ratio schedule. Interval schedule is based on the amount of time that has
passed since the last instance of reinforcement, while ratio schedule is based on the
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number of responses that are needed to earn a reinforcer. Intermittent schedules might
be fixed or variable.
A fixed-interval schedule is a schedule where a response is reinforced after set period of
time. Only first response after that period in reinforced, while other (premature)
responses are not reinforced. This schedule results in a pattern of behaviour in which
most responses occurs just before reinforcement is expected and then rate of responses
drops off rapidly immediately afterward, until the end of the interval. Overall
behavioural engagement in this type of schedule is low, and leads to little persistence in
responses. When expected time (interval) passes and no reinforcer is provided, rapid
decrease in response rate occurs.
In variable interval schedules reinforcement is also dependent on time, but the time for
which reinforcement is unavailable varies around a mean, rather than being predictable.
This schedule results in a steady but relatively low rate of response. This type of
schedule leads to more persistence in behaviour compared to fixed-interval schedule; it
results in slow decline in response rates.
In fixed-ratio schedule a reinforcer is provided after a set number of responses. For
example, a reinforcer is delivered consistently after every fifth response. This schedule
produces a high, steady rate of responding with a pause after reinforcement. When
reinforcement that was given under fixed-ratio schedule terminates, extinction is quite
quick. When expected number of responses is produced but no reinforcer is given, rapid
decrease in response rate occurs.
In variable-ratio schedule the number of responses required for reinforcement is not
predictable, but varies around a mean. This type of schedule creates a high and steady
response rate, with brief pause after reinforcement. This is typically the most
economical schedule as frequency of responses is out of proportion compared to the
reinforcers offered. Variable-ratio schedule leads to the most persistent behaviour.
When reinforcement is stopped, extinction is slow. Response rate stays high and drops
off gradually.

7.1.3. ABA-based interventions
The most important ABA-based intervention are schedule leaning, token economies,
shaping, chaining, prompting and generalization. They will be described in following
text.
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Schedule leaning
Usually, behaviour is initially reinforced using continuous or fixed reinforcement
schedule, and then the reinforcement schedule is changed to variable, with
progressively spacing out the delivery of reinforcement. That technique is referred to as
schedule leaning or thinning. It also could be observed in computer games. Usually the
first few desired actions or missions that a player completes are regularly reinforced by
earning points, gaining new items, skills and so on. As the player progresses, the number
of actions needed to earn a reinforcer is increased.
Linehan et al. (2015) described schedule leaning in popular massively multiplayer roleplaying dame Dungeons and Dragons. In this game, players earn “experience points”
(XPs) through play. After gaining a certain number of XPs, a character levels up and gains
additional strengths and abilities. However, the number of XPs required to level up
increases with each level that is completed, making each subsequent level progressively
demanding (from 2000 XPs for second level to 10000 XPs for fifth level).

Token economies
There are many reinforcement-based interventions described in the ABA literature. In
each of them, reinforcers can be delivered on continuous or intermitted schedule (fixed
or variable, interval or ratio). ABA programs are often based on token economies and
differential reinforcement. Token economies refer to the delivery of reinforcer (tokens)
that can later be exchanged for another reinforcer (Ringdahl, Kopelman, & Falcomata,
2009). Tokens (or points or stickers) usually do not have any particular value by
themselves, but their reinforcing value comes from the opportunity to exchange them
for other, more salient reinforcers that participant prefers (Rusch, Rose, & Greenwood,
1988).
Token economies have been used efficiently in computer games as virtual economies, as
game designers motivate players by creating virtual goods that can be bought with
virtual currency (Heinzen et al., 2015). For example, in massive online role player games
(like World of Warcraft, Eve Online, World of Tanks etc.) virtual coins or currencies can
be exchanged for improving avatar/player’s characteristics, or buying different items or
tools (like weapons, ships, tanks…). Token economies have also been used in serious
games. For example, in C&C game (online, multiuser, substance abuse and relationship
violence prevention game for youths; Schoech, Boyas, Black, & Elias-Lambert, 2013)
points accumulated throughout the game could be used to buy hints on how to play the
game better, or to purchase space on the welcome page for displaying different
materials to enhance team spirit.

Shaping and chaining
Differential reinforcement procedures are also consequence-based procedures, and
they can be combined with token economies. They include two key components: (1)
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reinforcement of one response class (i.e., responses maintained by the same reinforcer
or reinforcers), and (2) extinction or withholding of reinforcement for a separate
response class (Cooper et al., 2007). Differential reinforcement of alternative behaviour
is probably the most frequently used strategy based on differential reinforcement. It
involves extinction for the inappropriate or undesired behaviour while contingently
providing reinforcement for an appropriate response (Ringdahl et al., 2009). Differential
reinforcement interventions are usually developed to decrease inappropriate behaviour,
but reinforcement-based procedures, like shaping and chaining, have been used to
establish responses or repertoires. Shaping is aimed at reinforcing approximations
toward a final response goal while chaining is aimed at reinforcing series of
interconnected separate responses (Ringdahl et al., 2009). In other words, shaping is the
process of differentially reinforcing successive approximations toward a desired
response (Cooper et al., 2007). In shaping, responses that are more and more similar to
the desired goal are reinforced.
In chaining, previously established behavioural units are combined together in a specific
sequence of discrete responses. Each response in the chain serves as a discriminative
stimulus for the following response in the chain. When components are linked together
they form a behavioural chain that makes a final outcome (Cooper et al., 2007).
In forward chaining, the responses in a behavioural chain are taught and reinforced in
sequence in which they should be performed. Reinforcement is initially delivered
following the completion of first unit/response in behavioural chain. In the next phase,
reinforcement is delivered after first and second behavioural unit are performed and so
on. In backward chaining the reinforcer is given following last response in behavioural
chain. Then, in the next phase, reinforcer would be delivered after next-to-last and final
response, and so on until all responses are performed in the correct order (Ringdahl et
al., 2009).
Chaining is also evident in computer games. Often, especially in action-adventure
games, the player character has to learn different movements that correspond to
behavioural units (like avoiding obstacles by moving left and right, jumping over
obstacles, sliding, etc.) that are reinforced. To perform a certain mission successfully,
those responses have to be chained together in complex behavioural chain. After
successfully completing all elements of a chain the player gets reinforced (usually by
proceeding trough game or levelling up). Chaining is also evident in different puzzle
games, like the Portal (Valve Corporation 2007) series or World of Goo (2D Boy 2008), as
noticed by Linehan et al. (2015)

Prompting
Although ABA programs are mostly consequence-based, manipulating the antecedents
relevant to target behaviour could also be very important. Prompts are antecedent
stimuli are effective in getting response to occur. They are discriminative stimuli, as they
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control a specific response (MacDuff, Krantz, & McClannahan, 2001). Prompts are
presented immediately before or after natural stimulus that will eventually remind the
learner to exhibit the response that is appropriate at specific time or in specific
circumstances. Verbal prompts are the most frequent ones, but prompts can also be
textual, gestural, manual, visual or prompting procedure can be presented as modelling
of required response. They are effective while new, appropriate behaviours are learned,
but new behaviours and skills are truly learned only if prompts are removed. Removal of
prompts in order to transfer stimulus control from the prompt to the natural stimulus is
referred to as prompt-fading (MacDuff et al., 2001). In computer games, prompts are
most frequently used as different game hints or cues that are assisting the player in
choosing the correct response and therefore guiding him to successful completion of a
game mission.

Generalization
In order to be effective, the effects of ABA intervention have to be generalized. In fact,
generality of behaviour change was recognized in seminal paper by Bear et al. (1968) as
one of the seven defining characteristics of ABA. However, in ABA, generalization
indicates several behavioural processes and outcomes, among which stimulus and
response generalization are most frequently mentioned. Stimulus/situation/setting
generalization refers to the extent to which a learner displays the target behaviour in a
setting or stimulus situation that is different from the instructional setting. Response
generalization refers to the extent to which a learner emits responses that were not
trained or reinforced, but are functionally equivalent to the trained target behaviour
(Cooper et al., 2007).
Generalization is serious computer games is extremely important as their intention is to
generalize behaviour change that was reinforced in the game to real life settings. Both
stimulus generalization is expected, as player has to display the behaviour in the setting
that is different than the one in which behaviour was originally learned (real world vs.
virtual/gamified world), as well as response generalization, as player has to display a
variety of behaviours that serve same purpose as the behaviour that was reinforced in
the game.

7.1.4. Using behaviour change programs for game construction: applying IMP
in serious game design
In order to make serious games more theoretically and evidence-based, in last few years
efforts have been made to relate serious game development with theoretical
approaches. Intervention Mapping Protocol (IMP, Bartholomew, Parcel, Kok, Gottlieb, &
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Fernàndez, 2011) that is aimed to support the systematic planning and design of
behavioural change programs was recently used to design several serious games. The
Intervention Mapping Protocol consists of six different steps: 1) needs assessment, 2)
preparing matrices of change objectives, 3) selection of theory-informed intervention
methods and practical strategies, 4) development of the intervention program, 5)
planning for adoption, implementation and sustainability, and 6) development of an
evaluation design. IMP approach encourages the use of several behavioural change
theories, and emphasises the need to assess all core behavioural determinants and their
relative importance in changing the target behaviour (Bartholomew et al., 2011).
Two groups of authors recently described the process of design of the game against
cyberbullying based on IMP. In doing so, they have related behaviour change techniques
with game design elements and target outcomes (DeSmet et al., 2016) or they have
related outcomes of a pedagogical design process based on the IMP (i.e., performance
objectives, change objectives, and intervention methods) with the story model using
elaborate pedagogical annotation system (De Troyer, Van Broeckhoven, Vlieghe, 2017;
Van Broeckhoven, Vlieghe, & De Troyer, 2015). In short, the emphasis is placed on
translating performance objectives into a concrete game application.
While the IMP approach used in those studies goes beyond basic notions of Applied
Behaviour Analysis and relies on several theoretical frameworks, it recognizes the need
to assess behavioural determinants and their relative importance in changing the target
behaviour (DeSmet et al., 2016), as well as the need to document the design process
and to create detailed descriptions of the foundations and different steps of the
intervention (Van Broeckhoven et al., 2015), which is specific for ABA.

7.1.5. Similarities of ABA programs and computer games
As could be seen from preceding pages, principles of behaviourism can easily be related
to computer games design. Linehan, Kirman, Lawson, and Chan (2011) in fact propose
that ABA framework should be used as educational framework that is successful and
congruent with the goals of game design.
ABA programmes have structures that resemble computer games in many important
ways. Linehan et al. (2011) pointed out that computer games, as well as ABA teaching
programmes, have clearly specified and measurable goals (such as to level-up), require a
great deal of repetition of skills in order to achieve that goal (fighting numerous similar
enemies), are often conducted under time constraints, have clearly specified rewards for
reaching the specified goal (stronger player/more weapons/access to new levels) and
provide constant feedback on player’s performance. Games also pay attention to the
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rate in which complexity is increased through the game levels and to the balance and
pacing of player advancement through these levels.
Therefore, several essential ABA processes could be useful, and therefore should be
implemented in the design of (serious) games (Linehan et al., 2015). The first and most
important step is to select and clearly define the target behaviour. That target
behaviour must be objectively observable and possible to measure via the technology
on which the system is implemented. However it is not enough to define only ultimate
goal, but also sequence of sub-goals that the player must reach in order to achieve the
final goal. Those sub-goals are short-term tasks in which most basic concepts and
processes are taught first, and more complex knowledge and skills are built on as game
progresses.
When target behaviours are defined, they also have to be measured, i.e. numerical
values should be assigned to those behaviours. As previously mentioned, a baseline
should be established by measuring current rates of target behaviour, prior to
implementation of an intervention (Woolfolk, 2010). In intervention phase or during the
game, behaviour should also be measured. Usually not only accuracy (whether a goal
has been met or not) but also temporal aspects of performance (how long it took the
person to reach that goal) are measured. Typically, tasks are carried out within time
constraints. In computer games it may not be always possible to take a true baseline,
i.e. the initial operant behaviour of each player, but in that case, performance on early
attempts can be compared with performance on later attempts in order to evaluate
whether change in behaviour occurred (Linehan et al., 2011).
It is also important that measured data are recorded so they can be analysed. As the
goal of every ABA intervention (as well as goal of the game) is to change the behaviour
over time, data are usually represented in line charts. Those charts are called celeration
charts, as they represent accelerating and decelerating frequencies of target behaviours.
In a game or gamified service, data have to be recorded in a way that is easy for the
game application to read and analyse, but how the data are presented is up to the game
designer. Moreover, it is important that by using celeration charts, analyst can
understand the course of behaviour and monitoring whether the player is approaching
the targeted goal. This enables the analyst to make sure that the player’s appropriate
behaviours are fostered and maintained, while inappropriate behaviours are changed or
extinguished.
The game should also provide consistent, appropriate, and specific feedback to the
player in order to guide him towards high performance and goal achievement. If
possible, attention should be paid to whether presented stimulus functions as a
reinforcer or as an aversive stimulus for that particular player. Also, it would be valuable
to evaluate which rewards are most reinforcing for each user and personalize the
schedule on which feedback is presented.
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In computer games and gamified applications it is possible to do just that. For example,
it is possible to use Herrnstein’ s matching law (Herrnstein, 1961), a mathematical way
of determining which rewards/contingencies an individual finds most reinforcing when
multiple options are available. Herrnstein’s algorithm within a game enables to monitor
the player’s behaviour and calculate which reinforcers lead to most frequent behaviour
(Linehan et al., 2015).
Narrowing the range of rewards being provided, i.e. retaining the consequences that
increase behaviour, while removing those that do not function as reinforcers could be
combined with schedule leaning or thinning, both in real life, as well as in gamified
services. While this individualisation could be more demanding for game designer,
variable difficulty levels that are available in most games may be seen as a method of
adapting the reinforcement schedules integrated in a game in order to yield the most
game-playing behaviour in the user (Linehan et al., 2015).

7.2. GUIDELINES FOR PEDAGOGICAL INTERVENTION TO DESIGN SERIOUS
GAMES
Games are a learning tool based on action and experimentation. Gaming environments
have the ability to keep the user’s attention and constantly challenge them. Besides
having a notable motivational power, games attract the students to partake in them,
often without a reward, just for the pleasure of playing and having an attractive learning
experience (Kapp, 2012).
Serious Games are technological games designed with a purpose beyond mere
entertainment, i.e. thought and created with educational and informational goals, for
example, simulators or games to generate awareness (Dicheva et al, 2015). This kind of
games situates the player or learner in a very particular context aiming to develop a
specific knowledge or skill. Therefore it is hard to incorporate a Serious Game to a
learning situation different from the one it was intended for.
A Serious Game can be described as a game with a purpose; it seeks to promote
problem resolution in fabricated scenarios that simulate real life. Although they can be
fun, this is not the purpose for which they are created. There is a general search for a
social change, the development of skills, emotional health, etc. (Wouters, van
Nimwegen, van Oostendorp & van der Spek, 2013).
The participants are facing a somewhat difficult challenge, and if they cannot achieve
the goal in the first try, they will be able to try repeatedly so that their self-esteem or
motivation are not affected.

H2020-ICT-2016-2017/H2020-ICT-2016-1·

Page 33

e-Confidence Project nr: 732420

The games will enable different solution strategies, thus promoting the creativity of the
players in the generation of their answers. The interesting thing about this dynamic is
that it allows the players to obtain new knowledge, to develop new skills and ever to
change their attitudes.
The game should allow for an entertaining experience for all the players, although the
player is not very good (McGonigal, 2011). This is because the game offers a safe
environment to fail and learn, to challenge the users and provide them with immediate
feedback, and also to foster social connections (Hertz, 2013).
Game designers must succeed in presenting a game experience so exciting and addictive
that, even when the users have stopped playing, they keep thinking about strategies to
solve the challenges they have been presented with (Kiang, 2014).
Games must allow the students to advance at their own pace through personal and
timely feedback, and they should also promote skills such as problem resolution,
collaboration, and communication.
There are diverse reference frameworks for the design of serious videogames, such as:
Mechanics, Dynamics & Aesthetics - MDA (Hunicke, LeBlanc & Zubek, 2004; Zichermann
& Cunningham, 2011), Mechanics, Dynamics & Emotions - MDE (Robson et al., 2015) y
Dynamics, Mechanics & Components - DMC (Werbach & Hunter, 2015), among others.
There is not a general agreement for the classification and description of the elements
of the game (Dicheva et al., 2015). However, we can identify the most commonly used
categories: mechanics, dynamics, components, aesthetics, and emotions (Wiklund &
Wakerius, 2016).
Within the design process of a videogame, the following questions must be considered:
Aims and goals. They generate motivation by presenting the player with a challenge or
problem situation for them to solve. They help understand the purpose of the activity
and to direct the students’ efforts.
They are materialised in the following game elements: challenges, missions.
Rules. They are designed specifically to limit player actions and keep the game
manageable. They are simple, clear, and often intuitive.
They are materialised in the following game elements: Game restrictions, turn
assignment, how to win or lose points, staying alive, completing a mission, or
achieving a goal.
Narrative. It situates the participants in a realist context in which the actions and tasks
can be practiced. It inspires them to be identified with a character, a situation, or a
cause.
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It is materialised in the following game elements: Identities, characters or
avatars, worlds, narrative scenarios, or three-dimensional environments.
Freedom of choice. It presents the player with different possibilities to explore and
advance in the game, as well as different ways to achieve the goals.
It is materialised in the following game elements: Different routes or squares to
get to the finish line, options to use powers or resources.
Freedom to make mistakes. It encourages the players to experience risks without fear
or irreversible damages. It fosters the student’s confidence and participation.
It is materialised in the following game elements: Multiple lives, restart or
restoration points, unlimited number of possibilities.
Rewards. They are goods provided within the game that help the player get closer to the
goal; they allow them to Access a new area, acquire new abilities, o having better
resources. They motivate competence and a sense of accomplishment.
They are materialised in the following game elements: Coins or virtual
resources, lives, equipment, access items, limited powers.
Feedback. It guides the user’s advances based on their behaviour. It usually is
immediate, indicating the player if they are acting correctly or to what extent they are
approaching the goal. Sometimes, it is given at the end of an episode to provide
statistics or analyses on the performance of the player.
It is materialised in the following game elements: Visual cues, correct response
or behaviour signals, progress bars, warnings about the risks of certain actions,
player performance stats.
Visible status. It allows all participants to be aware of their own and other people’s
progress, the things they have achieved and the things they have yet to achieve. This can
generate reputation, credibility, and recognition.
It is materialised in the following game elements: Badges, points, achievements,
results obtained, scoreboards.
Cooperation and Competence. They encourage players to ally among themselves to
achieve a common goal, and to play against each other to achieve it faster or better.
This dynamic generates a greater motivation among the players through a challenge to
do better than their opponents.
They are materialised in the following game elements: Teams, guilds, help from
other participants, social interaction areas, communication channels, barter,
combats, scoreboards.
Time restriction. It introduces an extra pressure that can help focus the players’ efforts
to solve a task in a given period of time.
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It is materialised in the following game elements: Countdown, getting a benefit
only within a given time.
Progress. It is based on the scaffolding pedagogy theory, i.e. students are guided and
supported through the organisation of levels or categories, aiming to guide their
progress. It allows the players to develop increasingly complex or difficult skills as the
game goes on.
It is materialised in the following game elements: Tutorials for the development
of initial skills, experience points, levels, progress bars, access to blocked
content.
Surprise. Including unexpected game elements can help motivate the players and keep
them involved in the game.
It is materialised in the following game elements: Random rewards. Easter eggs
(hidden features), special events.
Types of players. To recognise the different interests and motivations of the players
helps to develop an attractive environment for all the students (Kim, 2015) and it also
attends to diversity.
To describe the different interests and motivations of gamers (videogame players),
Bartle (1996) classified them in: Explorers, Achievers, Socialisers, and Killers. On their
part, Quantic Foundry (2016) describes a model composed of 6 possible motivations for
the players: action, social, mastery, achievement, immersion, and creativity. Marczewski
(2013) makes a taxonomy of players and points out their respective motivations:
Socialisers (relatedness), Free spirits (autonomy), Achievers (mastery), Philanthropist
(purpose and meaning), Players (rewards) and Disruptors (change).
On the basis of these classifications, below are describe 6 types of players:
1. Explorers. They are entertained by seeing all the possibilities offered by the
game, experiencing new things, seeing what happens in different tries.
Besides, they can be easily identified with fantasy, a story, or a character.
2. Socialisers. They participate in the game for the sake of social interaction.
These players enjoy to empathise with others, to maintain engaging
conversations and to work in a cooperative way. They are interested in
knowing like-minded people within the game.
3. Thinkers. They seek the way to solve problems. When facing a puzzle or riddle,
they are restless until they find the answer. They tend to be more creative,
because they try out different strategies to find a solution. They like to put
their creativity and knowledge to the test, and to find the answer no one else
has found.
4. Philanthropists. They are motivated by purpose and meaning. They are
selfless, they enjoy providing others what they need to advance, and enriching
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other people’s lives without expecting a reward in return. They are content
with knowing that other people achieved their goals thanks to their help.
5. Achievers. They are an essential part of any competitive game, because they
always want to win and to overcome all the challenges. They are interested in
winning all the points possible and completing all the missions. They only drift
apart from a goal when they know performing other activity will help them
achieve that goal.
6. Disruptors. They are motivated by change and by beating the system. They are
the smallest population within the players. They want to know the most
strange and weird things they can do in the game. Winning is not enough for
them, someone must lose as well. They enjoy displaying their in-game power
and other people show them respect or admiration.
Stages through which the player goes. Videogame design has to take into account the
following stages that the player goes through with the help of the teacher (Yu-kai, 2013;
Sudarshan, 2013):
1. Discovery. Introducing the player to the game by presenting the rules, the
components the mechanics and the narrative of the game.
2. On boarding. Facing the player with a problem situation that they have to
solve, aiming to engage them by achieving their first goals and understanding
how the game Works. In videogames, this is usually known as the tutorial
stage.
3. Scaffolding. Directing the player’s process through structures such as
guidelines or feedback. In order for the player to maintain an interest there
has to be a balance between the difficulty of the challenge and the player’s
ability (Csíkszentmihályi, 1996).
4. Pathway to mastery. Creating the necessary condition for the student to
advance in the game through the acquisition of new skills and knowledge,
following a gradual progress which is harmonised with the instructional design
of the course.

Assessment of learning. Formative assessment is closely linked to frequent feedback in
the game, because it guides the students in their progress. Throughout the gaming
activity, the students perform different actions in a way that is natural to them, while
performing complex tasks such as problem solving, which are an indicator of the
development of skills or abilities. The necessary evidence to assess these skills is
provided by the interactions of the players in the activity.
In a gaming activity, it is essential to ensure that the assessment is intrusive to the least
possible degree to maintain the players’ attention. This can be achieved through what is
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known as stealth assessment (Shute, 2011; Shute, Ventura, Bauer, & Zapata-Rivera,
2009). By analysing the sequence of actions where each answer provides an incremental
evidence of the current command of a concept or skill, stealth assessment can deduct
what the students know or don’t know in any given point of the activity (Shute & Ke,
2012).
In the dynamic of the activity does not provide with significant opportunities to perform
an assessment, there is still time to do an assessment after the game, in which the
students show evidence of what they have learned. This enables the incorporation of
qualitative resources to the assessment process.
On the other hand, we must consider that the different elements of the game will
stimulate learning with their own characteristics, thus offering interesting evidences for
assessment, as it is shown in Table 3.

Table 3. Relationship between elements of the game and assessment
Elements of the game

Evidence for assessment

Challenges, missions

They evidence the ability to apply knowledge and
perform specific tasks.

Narrative

It favours the learning of declarative content, the
association of two or more concepts, ideas or facts.

Game rules and restrictions

They allow students to show attitudes such as
respect or honesty.

Choosing between different paths

It encourages the demonstration of skills like
decision-making, problem resolution, and creativity.

They foster the development of specific skills or the
Multiple choices to perform a task, multiple
acquisition of knowledge. They show attitudes like
lives, and restoration or restart points
resilience and tolerance to frustration.
Teams, roleplaying, battles

They promote collaborative work, problem resolution,
leadership and decision-making.

They offer information on the progress of the students
Experience points, levels, progress bars
towards the achievement of their goals, the
and access to blocked contents
acquisition of knowledge, or its application.
Badges, levels, points, achievements, They show skill acquisition and the command of
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results obtained

knowledge.

Countdown

It is useful to assess the efficiency of processes, the
optimisation of resources, the decision-making
process and the problem solving.

7.2.1. Phases for serious games design
The process of designing serious games involves a series of phases that have been
pointed out by several authors.
Morales (2015) points out the following phases to design a serious game: 1)
informational and analytical; 2) working hypothesis; 3) synthesis and representation of
the final solution; and 4) address of design in production. In Table below we present the
description of each phases (see Table 4)

Table 4. The process of designing serious games (Morales, 2015).
Phase

Description

1. Informational
and analytical

Development of project design (brief):
- Pedagogical agenda: to define the educational goals of the game and
learning strategies and material resources for learning (links with
educational curriculum or not).
- User profile / s: define age, educational level (local, national or
international) geographical area. Define the existence of primary and
secondary users if any. Define the cultural characteristics of the various
geographical areas of distribution of the game.
- Usage environment: define whether it is intended for play in classrooms
(with no possibility or educational intervention), in the domestic
environment (with possible help or not parents), personal environment with
portable device (more autonomous game).

2. Working
Hypothesis

Approach first hypotheses and search of information sources, conceptual
and aesthetic reference for the elaboration of a preliminary proposal.
Time to focus the theme of the game, going from abstraction to something
more concrete.
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Result: initial proposal document must contain:
1. Phrasing the main concept (2 lines).
2. List of contents that give an idea of what the game.
3. Overview: motivation of the player, game genre, possible licenses for
content protected by intellectual property relevant public, brief analysis
of potential commercial competitors, strengths, product sales,
hardware platforms for which the game will be developed gaming
experience we want to achieve, other relevant details.
4. Development of the educational agenda outlined in Phase 1. Develop:
 Training objectives: formulated with a level of specificity that helps
match them with the challenges of the game.
 Learning strategies: based on constructivist theory (situations in
play with the same complexity as in real situations that apply
learning, loyalty, principles of programmed instruction, active
learning, error source learning, situated learning, learning problembased collaborative learning).
 Material resources for learning and teaching resources: tutorials,
simulations, puzzle banks information, etc. Enabling collaborative
work and learning built with others.
3. Synthesis and
representation of
the final solution

Concretion of the previous work.
Result: document "approach to the game" (game treatment) containing a
more detailed description of the game without even going into the specifics.
Contents of the document (Rollings & Adams, 2003):
1. Card with the game title, author and date.
2. Executive summary of the main points that will be further developed.
3. Game Overview: concept, gender rights reserved licenses, highlights of
the game experience (characters, setting, characteristics, etc.).
4. Technology highlights .
5. Main aspects of audio-visual production.
6. Hardware specifications.
7. Production details (team, timetable, budget)
8. Competitive analysis.
9. Description of the virtual world of the game (story, characters, story
progression).
Pedagogical point of view: to clarify and define how the objectives are
integrated, strategies and teaching resources in the symbolic structure of the
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virtual game world, as well as its system of interaction and game rules.
Preparation of initial or alpha versions of the software.
4. Address of
design in
production

Preparation of the internal working document design script, responsible for
guiding the production phase of the game.
Content: creative, conceptual and functional aspects, overview of the
technical aspect.
Preparation of beta phase of the game to test.

Educational criteria for design educational games
1. Specification of the learning objectives into smaller units.
2. Planning positive and negative reinforcements.
3. Different learning rates (progressive and personalized)
4. Student participation.
5. Consideration of the internal process of learning
6. Performance differentiated according to the phase of learning.
7. Representation of the complexity according to the actual situations that they want to learn.
8. Use of meaningful activities and problems to solve.
9. Promoting active learning.
10. Errors as a source of learning.
11. Creating environments rich learning resources.
12. Promoting constructive and participatory activities (collaborative work).

On the other hand, Ferreira, Two, Machado, Gondim & Valenca (2010) developed a
model that contemplates four phases: 1) design; 2) pre-production; 3) production; and
4) post-production. The descriptions of these phases are presented in Table 5.
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Table 5. Phases of designing serious games (Ferreira et al., 2010)
Phase

Description

1. Design

Market analysis
Pedagogic and educational project
Technical Project.

2. Pre-production

1. Design of the game. Definition and specification:
- Visual elements (settings, characters).
- Audio.
- Argument.
- Gameplay
2. Technical Project: definition and specification of the technical
elements of execution.

3. Production

Implementation: prototyping.

4. Post-production

1. Evidence of the game: Alfadevelopers; Betapotential users.
2. Possible corrections and improvements.
3. Distribution: completion and launch.

Third, we present the phases indicated by Sanchez (2007), based in the analysis of good
practices in creating serious games. The description can be seen in Table 6.

Table 6. Phases of serious games design based in the analysis of good practices
(Sánchez, 2007)
Phase

Description

1. Context Analysis

Educational goals must be clearly stated, the public well-defined and
limited plan design.

2. Methodological
development

Information design or organization of the game content.
-

Define the theme and visual style
Propose a system screen layouts
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-

3. Evaluation (jointly by
designer and pedagogue)

Create structural elements of each screen (background,
windows, etc.)
Create control elements (buttons, links, etc.)
Integrate images, text and other elements and prototyping
screens.

Real test of the game to correct and give the final version.

Considering these exposed models we try to synthesizing the information proposing the
following phases to design serious games (Table 7).
Table 7. Phases of serious games design
Phases

Description

1. Documentation

Associated literature review and analysis of similar products in the
market, pedagogical, technological and creative level.

2. Project

1.1. Educational project
 Educational objectives
 Learning strategies
 Learning Resources
1.2. Technical project
 Context: User profile (age, education level, geographic
area); types of users (primary and secondary); cultural
particularities (if any); use environment (classrooms,
household, personal).
 Game Overview: Thematic and brief description; gender;
gaming experience (plot, characters, setting, features,
progress of history or narrative, etc.); audio-visual aspects
production; interaction systems, rules of the game;
gameplay; technical elements (software and hardware).

3. Production

Game Design according to pedagogical and technical project.

4. Post-production

4.1. Game developers test (alpha testing) and potential users (beta
test).
4.2. Corrections and improvements.
4.3. Completing the game.
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Some of the basic elements of games are mechanics and history. When dealing with
serious games, it is also important to include learning objectives in this context.
However, to maintain engagement, one must incorporate these learning points in a
balanced way into mechanics and history. One caution to be taken in crafting content
for games is not to make them "too easy" with low difficulty. If the task has a certain
degree of difficulty the user (player) will use more effort to finish it. Engagement is
precisely the quality and involvement of the user in fulfilling the tasks proposed
(learning activities, for example).
One way to achieve a good educational experience is to combine good usability with
challenging tasks to build a better player / user involvement. In this way, one way to
reach an optimal level of engagement is through the creation of flow blocks, that is,
"During the optimal experience, a person is in a psychological state where he or she is
involved with the goal- Driven activity that nothing else seems to matter "(Kiili, 2012)
In order to achieve the Flow state, it is necessary to set well defined goals, immediate
cognitive feedback and allow the user a "sense of control" of the situation. The flow
state is reported as containing the following characteristics: concentration, time
distortion, rewarding experience, and loss of self-awareness (Kiilo, 2012).
Another key point in developing serious games is the ability of the game designer to
measure and find the balance between the educational content being presented and
the interests of the audience for which the activity is intended.
Taking these aspects into account, the phases to consider in the video game designs
would be:
1) Define the goals to be achieved with the game
At this point in the solution design should list the goals that are intended to be
achieved with the game. It is also necessary to detail the audience (age, context,
etc.)
Detail the educational content that should appear in the game, that is, the points
that should be worked.
2) Describe and detail the game proposal
After defining the content that will be worked the second step is to define which
game genre to be constructed and to seek to construct flow blocks from the
learning activities defined in the first step.
At this point you can list the tasks that will be fulfilled, for example, by breaking
down into smaller goals.
The development of activities must be built in view of the need for the player to
always feel in control of the situation, thus increasing the engagement.
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The game proposal should also be built with a satisfactory level of challenge not
keeping the game too easy to become uninteresting and not with an exaggerated
level of difficulty to the point where the player desists of getting involved.
3) Development Phase
In the development phase of the game, the technicians responsible for the
programming and design part will work on the construction of the prototype of the
game focusing on the interface, usability and consonance of the game elements
with the educational components provided in the previous phases.
It is important to emphasize that the characteristic of flow in the activities of the
game must be sought, so that a satisfactory level of difficulty is required that
ensure the player to be committed and at the same time be aligned with the
proposed educational content.
During this phase it is also necessary that the team member’s responsible for the
educational content be present to ensure that the game is aligned with the
educational proposal of the project.
For development occur satisfactorily, an agile development model (and practices)
may be used. The objective is to divide the project development in small
development packages with constant tests and feedback.
Instead of opting for monthly deliveries (bigger milestones) it´s possible, for
example, work with weekly deliveries (minor milestones) that will be shared with
all the project stakeholders. With smaller delivery packages and constant
monitoring, it is easier to correct the course of development and prevent further
failures.
It is important that at the end of each game presentation the participants leave
their individual feedback. These feedbacks will then be compiled and organized
and sent to the development team. It is based on this document that possible
errors and deviations from original scope will be corrected.
4) Prototype phase
Although a constant participation and involvement of the entire team is already
taking place in the development phase, a more or less functional prototype must
be presented sometime near the end of the development.
The objective of the prototype is to verify the mechanics of the game and its
relationship with the educational content and other guidelines of the project.
The prototype does not need to be a polished and finished version but should at
least be able to show the operation, objectives and degree of difficulty. The
prototype can make use of alternative graphics and simple geometric shapes such
as using a square to represent a graphic object on the screen and random music
and sounds.
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The prototype phase is not concerned with bringing the graphic objects ready and
finished, but rather is able to show the mechanics of the game and its connection
with the educational proposal.
5) Finishing Phase
The final stage of finishing is where the points discovered in the analysis of the
prototype will be corrected, the other graphic and media elements will be added
to the game and tests will be made to homologate the development.
At this stage of development, it is expected that all problems have been discovered
and corrected by the team. At this stage, also the alignment adjustments of
educational content, game mechanics, usability have already been completed.
In the final phase the game will behave practically as the final product and the test
cases for each interface and game stage should be written and conducted.
At the end of this phase the pilot test can be conducted.

7.2.2. Models for serious video games design based in previous research

7.2.2.1. Conceptual model for serious games design based on learning
theory (Yusoff, Crowder, Gilbert y Wills, 2009)
Yusoff, Crowder, Gilbert y Wills (2009) propose a different framework in which they
include elements from two spheres instructional and technic: instructional specifications
and gaming specifications.
The instructional specifications deal with the educational aspects: capability of the
learner, instructional content, and learning outcomes. Also inside this category are the
gaming specifications, that must support both learning and engagement. The authors
suggest that a serious game should include among its attributes:


Incremental learning provides the learning materials and introduces the
learning activities incrementally. Intended learning outcomes are addressed one
by one and not all at once.



Linearity is the extent to which the learning activities are sequenced by the
game (and would suit a serial learning style), and the extent to which an active
learner may be able to construct their own sequences.
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Attention span concerns the cognitive processing and short-term memory loads
placed upon the learner by the game. These loads need to be carefully
calibrated to the target learner.



Scaffolding is the support and help given by the game during the learning
activities.



Transfer of learned skills is the support provided by the game to enhance the
application of previously learned knowledge to other game levels.



Interaction is the extent to which the game activities require responses and
engagement from the learner.



Learner control is the extent to which the learner can direct their learning
activities within the game, providing self study and self exploration to suit their
own pace and experience.



Practice and drill provides for repeating learning activities with increasingly
harder tasks for better achievement of the intended learning outcomes.



Intermittent feedback is the extent to which every game interaction receives
feedback, or whether feedback is provided less frequently.



Rewards are arrangements in the game to encourage the learner and to keep
their motivation high.



Situated and authentic learning involves the provision of a gaming environment
or world where the learner can relate their learning to their needs and interests
in the outside world.



Accommodating to the learner’s styles refers to the game’s ability to suit and to
reach out to different learner styles by offering variation in game play.

The educational sphere would be completed with the design of the learning experience
in which the gaming session is going to take place and the assessment.
The proposed framework includes learning and pedagogy theory in combination with
gaming requirements and aims to establish a conceptual model that will be used by the
game designer or educational practitioner when designing serious games for effective
learning. The framework in Figure 1 is an evolution of the input-process-outcome game
model discussed by Yusoff et al. (2009).
Main elements of this model:
Capability. Capability refers to the cognitive, psychomotor, and possibly affective skills
which the learner is to develop as a result of playing the game. Cognitive skills include
the capabilities of recall, analysis, synthesis, and evaluation. Psychomotor skills include
the capabilities of well-timed, fluid execution. Affective skills include the capabilities of
identifying, adopting, and valuing appropriate attitudes and points of view.
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Fig. 1. Conceptual Framework for serious games shown as a Structural Classdiagram (Yusoff et al., 2009).

Instructional content. The instructional content is the subject matter that it is intended
that the learner should learn. Gilbert & Gale (2008) state that contents can be classified
into four types: facts, procedures, concepts, and principles.
Intended learning outcomes. Learning outcomes are the goals to be achieved from
playing the serious game. An intended learning.
Game attributes. Game attributes are those aspects of a game which support learning
and engagement. The game attributes are developed based on the critical thinking
resulting from the literature review on behaviourist, cognitive, constructivist,
educationist, and neuroscience perspectives.
Learning activity. Learning activity is the activity designed to keep the learner engaged
and learning in the game world. The deep involvement or immersion by the learner
depends on the effectiveness on the delivery of these activities.
Reflection. Reflection is where the learner thinks about the purpose of the learning
activities that have been undertaken, and decides the strategy to apply during the next
activity. Reflection should take place within the game without letting the learner step
out of the game world, and this can be done by offering reflection activities within the
game.
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Games genre. Game genre is the type or category of the game played. Genres range
from “beat-em-ups”, through open-world sandboxes, to strategy games, and simulation.
Game mechanics. Game mechanics and game rules define the details of the game.
Game achievement. Game achievement is the level of learner achievement in playing
these games. This achievement can be indicated by the game scores, total amount of
resources or assets collected within the game, or time taken to achieve game goals. In
addition, it gives the pleasure of reward to the learner, and also serves a purpose of
learner assessment. The learning activities can be modified based on the game
achievement’s feedback. The game achievement or score would indicate the level of
learner knowledge while playing games and, if necessary, newly chosen learning
activities should be changed to suit the learner level.

7.2.2.2. Theoretical framework to design pedagogical serious games
(Rooney, 2012)
The model would be developed following the triadic theoretical framework proposed by
Rooney (2012) for serious game design comprising play, pedagogy and fidelity (Figure 2).
Within this model, we will use the Activity Theory-based Model of Serious Games
(ATMSG) methodology to design the serious game.

Fig. 2. A triadic framework for serious game design

Pedagogy
Serious game design should be underpinned by a clear conceptualization of how people
learn and what it means to learn. The pedagogical theories utilized to underpin their use
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and design as learning tools have diversified, with most resting on constructivist
principles. While encompassing a wide range of theoretical approaches to learning,
constructivism rests on the epistemological assumption that knowledge and skills are
constructed by learners as they attempt to make sense of their experiences. A dominant
theme of constructivism is the importance of creating an “authentic” learning
environment — “authentic” in the sense that it replicates what the learner would face in
a real-life situation. By facilitating such immersion, it is argued that these games provide
an authentic and engaging environment in which to develop critical 21st century skills
such as problem-solving, decision-making, collaborative/social skills and so on.

Play
With serious games where the non-entertainment objectives of educating and informing
enter the game design process, most experts argue that achieving an effective balance
of play and pedagogy is key to their effectiveness. Underpinning game design strategies
are theories of engagement, motivation and “flow”. The task of creating an engaging,
motivating, "flowing" experience within a serious gaming environment is difficult, with
research delineating multiple strategies. The Table 8 includes key strategies to develop
engaging, motivating, "flowing" which we could use.

Table 8. Summary of game features identified as key to player engagement (Rooney,
2012)
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Also, Dickey (2005) provides a useful summary of design strategies for engagement in
contemporary games.

Fidelity
In the context of serious game design, the concept of fidelity refers to the extent to
which the game emulates the real world (Alexander et al., 2005). Although subject to
various definitions, it is commonly conceptualized on two levels. Physical fidelity refers
to the degree to which the game environment looks, sounds and feels like the real
world. Functional fidelity is defined as the extent to which the game environment acts
like the real world.

7.2.2.3.

Conceptual

model

to

design

persuasive

games

(de la Hera, 2013)
The gaming specifications refer to the technical attributes of the game: genre, design,
achievement, and game mechanics. The game attributes should ensure the persuasive
capacity of the game (de la Hera, 2013) in order to reinforce or change the perceptions,
emotions, beliefs, behavioural intentions and behaviours of the learners.
The purpose of persuasive games is to convey persuasive messages that intentionally
aim to affect the responses of another or others. Bogost calls procedural rhetoric "the
art of persuasion through rule-based representations and interactions rather than the
spoken word, writing, images or moving pictures" (2007, p. preface ix).
This conceptual model is based on the hypothesis that multiple persuasive dimensions
interact with each other within digital games resulting in what I call persuasive
structures. This conceptual model aims to define how these relationships between
persuasive dimensions are established within digital games, and thus facilitates their
study and conceptualization.
Persuasive games convey meaning through three different levels of persuasion: the
representational world, the system and the context. Furthermore, in each level of
persuasion it is possible to identify a series of persuasive dimensions. Previously I have
identified four types of signs that can be found within the representational world of
digital games that each corresponds to a mode of communication: visual signs, sonic
signs and linguistic signs and haptic signs. When a group of signs of the representational
world are manipulated to become persuasive, they become a persuasive dimension.
Therefore, it is possible to find four persuasive dimensions within the representational
world: visual persuasion, sonic persuasion, linguistic persuasion and haptic persuasion.
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De la Hera (2013) has identified three aspects of digital games that are able to establish
relationships between the signs of the first level of persuasion: the rules of the game,
the narrative of the game and the audio-visual treatment of the audio-visual contents of
the game. Consequently, it is possible to find three persuasive dimensions in the second
level of persuasion: procedural persuasion, narrative persuasion and cinematic
persuasion.
He has previously identified four ways to generate cognitive frames within persuasive
games: by (1) arousing feelings, (2) by arousing emotions, (3) by delivering intellectual
challenges that engage them through surprise, intrigue and provocation, and/or (4) by
encouraging players to establish relationships with other players. Therefore, is possible
to find four persuasive dimensions in this level of persuasion: social persuasion, tactical
persuasion, affective persuasion, and sensorial persuasion.
In sum, persuasive dimensions can be built within persuasive games making use of
eleven persuasive dimensions distributed through three levels of persuasion. The fact
that persuasive games can make use of eleven persuasive dimensions does not mean
that all persuasive games need to contain all of them in order to be effective. The
pertinence of the use of each of the persuasive dimensions will depend on the
persuasive goals and the game goals.
In order to facilitate the analysis and conceptualization of persuasive structures for
persuasive games, he propose to represent this conceptual model making use of a visual
diagram (see Figure 3).

Fig. 3. Visual model for the analysis and design of persuasive games´ persuasive structures (de la Hera, 2013)
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The diagram consists of three concentric rings that correspond to three levels of
persuasion: the first level corresponds to the representational world, the second level
corresponds to the system, and the third level corresponds to the context. In each of the
rings the persuasive dimensions corresponding to each level of persuasion are
represented.
The internal ring corresponds to the first level of persuasion and, consequently, holds
the persuasive dimensions that can be found within the representational world that
contain the signs which can be interpreted by the player. These are visual persuasion,
linguistic persuasion, sonic persuasion and haptic persuasion.
Secondly, the middle ring of the diagram corresponds to the second level of persuasion
and, consequently, holds the persuasive dimensions that help the player to establish
relationships between the signs of the first level, thus guiding his interpretation. These
are procedural persuasion, narrative persuasion and cinematic persuasion.
Finally, the third ring of the diagram corresponds to the third level of persuasion and,
consequently, holds the persuasive dimensions able to generate cognitive frames that
result in contexts that affect how players interpret the game, namely, sensorial
persuasion, affective persuasion, tactical persuasion and social persuasion.
In conclusion, the conceptual model presented in this section can be used to make an indepth analysis of persuasiveness within digital games.
1) Persuasive Dimensions of the Representational World


Linguistic persuasion. Can be used within persuasive games in at least: (1) the
name of the game, (2) instructional texts, (3) narrative texts, (4) interface
commands, (5) dialogs of characters, (5) names of characters, (6) names of
objects and (7) names of spatial locations. Linguistic persuasion is also
concerned with pragmatics, which studies the ways in which context can
contribute to the interpretation of a linguistic message.



Visual Persuasion. How persuasive games can communicate meaning with visual
representations within persuasive games. Visual persuasion is characterized by a
process in which the visual representations function as cues that evoke intended
meanings, premises and lines of reasoning. The power of visual persuasion lies
in the ability of visual representations to convey meaning through visual iconic,
symbolic or indexical signs. Visual persuasion within persuasive games may draw
upon four persuasive qualities of visual representation: presence, the capacity
to make present to players something that is useful to support persuasive
claims; realism, the capacity to present something "as though it is reality itself";
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immediacy, the property of visual representation to be perceived and
understood in a brief instant; and semantic condensation, the capacity of
condensing several ideas, thoughts or contents into one image. Visual
persuasion can be used within persuasive games in: (1) interface design, (2)
character design, (3) objects design, (4) spatial design, and (5) splash or menu
screens.


Sonic Persuasion. How persuasive games can communicate meaning with the
selection, generation, recording, distortion, amplification and mixing of sounds.
The types of sound considered in this section are music, noise and silence. He
have identified that sonic persuasion can be used within persuasive games in at
least: (1) interface sounds, (2) sound effects, and (3) ambient sound beds.



Haptic Persuasion. How players construct meaning through their bodily and
mental performance, which may generate new signs or modify existing ones
(Frasca, 2007: 198). Therefore, it is directly related with interactive activities in
games.

2) Persuasive Dimensions of the System


Narrative Persuasion. It is necessary to distinguish between scripted narrative,
the "narrative content and structures that have been written by the designers",
and the alterbiography, "the narrative generated during the gameplay" (Calleja,
2009: 4). Both scripted narrative and alterbiography depend on four narrative
elements: (1) the story, (2) the space, (3) the time and (4) the characters.
However, whilst the main plot and secondary plots of scripted narrative are
written by designers, plots of alterbiography result from players' performance.
Therefore, besides the four narrative elements mentioned, alterbiography also
depends on the interaction of the player with the rules of the game (Calleja,
2009: 5).
o

The first element of the narrative that can be manipulated to persuade
players is the story. The story of a game is the chronological order of its
events. The second group of elements of the narrative that can be
manipulated to persuade players are the characters. The players can act
as characters themselves, and they can expect reactions from their own
actions (Egentfeldt Nielsen et al., 2008: 178). This fact induces
psychological empathy with the character, which increases player's
feeling of identification with it (Lee, Jin, Park, & Kang, 2009: 30). The
third element of the narrative that can be manipulated to persuade
players is the space. The space is important for scripted narrative
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because actions take place in the space and it contains the characters of
the story. Furthermore, it is important for alterbiography because game
spaces can be transformed by the user at the same time that the story is
being constructed.
o

In regards to the relation between play time and event time it is possible
to identify two parameters related to time as a narrative element that
can be used with persuasive intentions but that can be also altered by
the player, namely the order and the duration (Chatman, 1990: 65;
Moreno, 2002). The duration is the relation between the time needed to
experience the story and the duration of the events of the story. In
digital games the story is defined by the player's performance. As with
space, temporal organization of events in games also facilitates nonlinear engaging narratives that can be translated into strategies to
persuade players (Bruckman, 1990: 2-5).



Procedural Persuasion. Refers to the interpretations addressed by the rules of
the persuasive game between visual, haptic, sonic and linguistic representations
which guide players' interpretation. Therefore, it is not only that the rules of the
game can be interpreted themselves by the players, but, as a system, they also
help players to interpret what they see, hear, read and feel.
o There are at least four types of rules that can be manipulated to
persuade players within persuasive games (Frasca, 2007: 118-119),
these are: (1) model rules, which define how the playworld works, and
therefore set the boundaries of the player's activity; (2) grade rules,
which deal with any characteristic of the game that is measured within
it, such as scores or energy levels; (3) goal rules, which define the stated
aims that lead to victory and defeat; and (4) metaruless, which define
how the player can modify the game's rule system.



Cinematic Persuasion. It is important to highlight that with audio-visual
contents I not only mean audio-visual pieces such as cutscenes, but that I refer
to the cinematographic treatment of all the elements of the game. Cinematic
persuasion refers to the relationships established by the cinematography of the
game between visual and sonic representations that guide players'
interpretation of these signs or generate new ones. He has identified that
cinematic persuasion within digital games can be executed by manipulating (1)
framing, (2) camera movements, and (3) editing.
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3) Persuasive Dimensions of the Context


Sensorial Persuasion. Aimed at the five individual senses (sight, hearing,
taste, smell and touch) with the objective of triggering sensory experiences.
Persuasive games' capacity to draw meaningful sensory experiences resides
in their sensory breadth, which is the number of sensory dimensions
simultaneously presented to the player within the game (Steuer, 1995,
p.45).



Affective Persuasion. Stirs up the players' deeper feelings and emotions
with the objective of triggering affective experiences that go from slightly
positive feelings to strong emotions (Schmitt, 2000: 6). Therefore, affective
persuasion can be used to generate cognitive frameworks that arouse
emotions which players can link to the message conveyed. It follows that
these emotions can influence players' behaviour and choices outside of the
game. It has to be said here that the empathy and the attitude of the player
will determine the effectiveness of this strategy. It is possible to differentiate
between two kinds of emotions: basic emotions and complex emotions.
Basic emotions are the fundamentals of our emotional life and include
emotions like happiness or sadness. These types of emotions are common to
all human beings and the way of expressing them is similar in every culture.
Complex emotions are combinations of basic emotions that can work
differently depending on the culture.



Tactical Persuasion. Aims to provide appealing experiences for creative
players by delivering intellectual challenges that engage them through
surprise, intrigue and provocation (Schmitt, 2000: 6). Tactical persuasion is
directly related to tactical involvement, the pleasure aroused by planning
the strategies to follow in the game (Calleja, 2007, p. 89). Therefore, tactical
persuasion can be used to motivate players by encouraging them to solve
intellectual challenges, which can arouse feelings of confidence, control and
power in them.



Social Persuasion. Aims to influence players' attitudes by delivering
experiences focused on encouraging them to establish relationships with
other people. Players can communicate with other players during the game
session through chats, social media features, real time audio or video or ingame interaction, for example. Furthermore, players can voluntarily or
unwittingly communicate with game designers during the game session
through social features, registration forms, contact forms, email, chat or
even with their own performance in the game. Social persuasion can be
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used to work on persuasive games' visibility and playability.
Players can establish four different types of relationships while playing
persuasive games, depending on different motivations (Subramani &
Rajagopalan, 2003, p. 301-303): (1) players may want to establish
relationships with other players, (2) players may want to make others aware
about their achievements in the game, (3) players may want to recruit new
players and (4) players may want to establish relationships to share
information.

7.2.2.4. Guidelines for video game design that aim to change
behaviours using activity theory-based model of serious games model
(ATMSG) (Carvalho et al., 2015)
Carvalho et al. (2015) proposed a new model to investigate how serious games connects
educational and entertainment high-level objectives with low-level in-game components
and how it links individual gaming and pedagogical components as the game unfolds on
the other. The model proposed is namely “Activity Theory-based Model of Serious
Games (ATMSG)”.
The ATMSG model, do not consider the game as an isolated artefact, propose that the
serious game and those using it to learn or to teach something are seen as part of a
complex, dynamic system.
The ATMSG model included a serious game components taxonomy: it established
taxonomies of learning, of instructional design and game components. This model can
been used as a tool for conceptual design of serious games, it can been applied to early
stages of prototyping; this model can help game designers in assessing, it allows
develops a game structure that can support the desired pedagogical goals.

Fig. 4. The ATMSG model Carvalho et al., 2015)
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Educational serious games are typically used in the context of at least three activities
(figure 4); it depicts the relationships between people and artefacts in this system:
- The gaming activity
- The learning activity
- The instructional activity
The gaming and the learning activity can share the same subject and tool, but they have
different diving motives. The instructional activity shares the same tool, but has
different subject and motive.
Difference between the learning and the instructional activities:
- The learning activity corresponds to the point of view of the learner.
- The instructional activity depicts the side of the instructor(s).
This distinction allows us to identify possible conflicts in motives driving the activities
which might affect the learning outcomes of the game. It can also help in evaluating to
which extent the instructional components of the serious game really support the stated
learning outcomes.
We can propose different use of educational serious games:
- Can be used by a learners on their own.
- May also count on complementary activities led by an instructor
The ATMSG model explicitly accounts for this distinction, in order to clarify the role of
the teacher/instructor in the game.
The instructional activity is subdivided in two activities:
-

Intrinsic instruction: the intrinsic instructional activity takes place solely inside
the game. It involves how the game itself supports learning (e.g. via tips, help
messages, automatic assessments…). The subject is the game designer or
producer, who “acts” in the serious game by means of design decisions made
when creating the game, or via in-game assessment and feedback mechanisms.
An analysis of this activity can be performed without necessarily considering a
specific context of use.

-

Extrinsic instruction: the extrinsic instructional activity, conversely, is performed
outside by the teacher/ instructor before, during or after the playing session, in
the context of the overall learning setting (e.g. class, workshop, course, etc.).
An analysis of the extrinsic instruction of a game, conversely, is heavily
dependent on how the instructor uses the game. Consequently, such analysis
cannot be carried out without explicit reference to a concrete usage setting.
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The hierarchical structure of the activity, as defined in activity theory, gives us the ability
to change the focus of the analysis to different levels of detail.
In ATMSG, we expand this hierarchical analysis: we also divide the activities into actions,
and the game itself into its smaller pieces. Each activity is broken down into a sequence
of actions mediated by tools with specific goals. Like the activity, actions can also be
depicted as triangles, as shown in Figure 5.

Fig. 5. Sequence of actions (Carvalho et al., 2015)

The four-step approach for applying Activity based Model of Serious Games to the
analysis of Educational Serious games is shown in Figure 6.

Fig. 6. Applying Activity based Model of Serious Games to the analysis of Educational Serious games. (Carvalho et al.,
2015)

The design of serious games must take into consideration elements of two well
separated fields: videogame design and educational design. These elements have to be
carefully integrated in order to ensure the quality of the serious game.
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Although ATMSG works well as a general framework for the development of serous
games, it doesn’t take into consideration the social elements of the gaming process and
the work protocol among the different units involved in the design of serious games.
To show the relationships between the components of the different activities over time,
the triangles can be represented in an alternative way: flattened, as nine (or twelve, if
considering the extrinsic activity) layers of components that interact over time during
gameplay.

Fig. 7 Gaming sequence (Carvalho et al., 2015)

There can be overlaps, as one component can support actions from any of the activities
simultaneously (i.e. a puzzle-type challenge can play a role as a game component, a
learning tool and as an instructional tool at the same time).
Actions can also be broken down into their constituent operations. A serious game is
seen as a combination of its low-level components (buttons, graphics, sounds, menus,
etc.), which mediate operations performed unconsciously by the subject (reading a text,
clicking a button, etc.).
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7.2.2.5. Functions of the experts in the design of the video games
As is stablished in some models such as the DODDEL (McMahon, 2009), the ATMSG
(Carvalho et al., 2015) or EMMERGO (Nadolski et al., 2008), the first step of the design
consists in the design of the general components of the serious game: pedagogical
objectives, gaming objectives, instructional objectives, learner characteristics, type of
game, budget and duration of the game.
The second and third phases are developed almost simultaneously, on the one hand the
pedagogical experts of the team must design the educational elements of the gaming
that ensure the accomplishment of the didactic objective, including the content and the
skills that the users must acquire during the gaming activity and the mandatory
educational activities that the game must include.
On the other hand, the technological members of the team must design the elements of
the game that allows the accomplishment of the gaming objectives, these elements
must ensure the persuasiveness of the games and the flow experience of the users.
These two elements must be combined in the fourth phase the design of the prototype
of the game, that should include an instructional design for the implementation of the
gaming sessions. Serious games have a dual design, which we try to synthesize in the
following Table (9):
Table 9. Dual design of serious games
Pedagogic

Technological

Educational Objectives to get players to use the game.
Formulated specifically and challenges associated with the
game.

Concept, genre and theme of
the game.

Learning strategies grounded in theories of learning Audio-visual
production
(constructivism, learning fidelity or connected with reality, (settings, characters, audio).
meaningful learning, active learning, situated learning,
problem-based learning, collaborative learning, different
learning rates, etc.).
Educational resources for learning. A integrate within the Narrative of the game (story,
game, will help achieve the different goals.
characters, story progression).
Playability (interaction, usability,
rules, etc.).
Software and hardware
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When it comes to a workgroup that mixes educational and technological experts there
are some task that they are going to make separately as are part of their specific field of
knowledge (program the games or the pedagogical design), however there are other
tasks that requires the two group of experts to interact in order to facilitate de correct
integration of all the elements of the game. We propose de following diagram that may
complete the ATMSG with the proposals of (Nadolski, Hummel, van de Brink, Hoefakker,
Slootmaker, Kuversky & Storm, 2008; Rooney, 2012 y Anetta, 2010) dividing the task
among the groups of experts (Figure 7).

Fig. 7. Functions of the experts in the design of the video games
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8. DESIGN PROPOSAL FOR E-CONFIDENCE PROJECT
Taking into account the questions cited by different authors (Carvalho et al., 2015; De la
Hera, 2013; Gee, 2004; Kiili, De Freitas, Arnab & Lainema, 2012; McMahon, 2009;
Marfisi-Schottman, George & Tarpin-Bernard, 2010; Mitgutsch, K. & Alvarado, N., 2012;
Nadolski et al., 2008; Rooney, 2012; Yusoff, Crowder, Gilbert & Wills, 2009), we are able
to indicate different phases and issues to consider while creating serious games.
We propose the following steps to design the e-Confidence serious game (Table 10)
based on the phases suggested by Nadolski et al. (2008), McMahon (2009) and Marfisi,
George & Tarpin (2010).

Table 10. Steps for designing serious games
Steps

Description

1. Analysis

First we need to consider various issues related to the
intended case

2. Design proposal

The design phase needs to be presented in a detailed
scenario document following ATMSG methodology

3. Development proposal

During this phase, software developers create the
scenario based on the previous proposal.

4. Implementation proposal

The game will be accessed by certain students and
teachers

5. Evaluation proposal

Evaluation will assess whether the case fulfills the initial
demands defined during analysis.

8.1. ANALYSIS OF SERIOUS GAMES COMPONENTS
The analysis process when creating a serious game needs to focus on a list of elements
(adapted from McMahon, 2009; Nadolski et al., 2008):
-

Aims and Outcomes: aims and outcomes provide the basis for design.
Learning Approach: to make the designers’ intent transparent, as well as
ensuring the proposed product is grounded in existing empirical research, it is
important to place design within a theoretical framework.
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-

Learner and Context: any development project must take into account its target
audience, and an understanding of the learner and context are crucial to enable
design to be targeted towards those needs.

o

o

o

Aims and outcomes: In this case, the team of game designers should ask
themselves the following questions related the aims and outcomes of
the serious game:


Which are the aims relate to the goals of the organization and
development team?



What are the outcomes related to results of learning (described
in terms of end user attributes)?



What is the main behaviour change that we want to get?



What is the main complex cognitive skill to be acquired?



Do other complex cognitive (sub) skills to be acquired?

Learning approach: In this case, the team of game designers should ask
themselves the following questions related to the learning approach
they are going to use in the serious game:


It is going to be a stand-alone item or used with other
instructional materials?



What learning approach is going to be used?


Gardner’s theory of multiple intelligences



Situated learning



Problem-based learning



Experiential learning



Collaborative learning

Learner and context: In this case, the team of game designers should ask
themselves the following questions related to the learner and the
context in which the serious game is expected to be used:


Which is the target audience? What are their needs?



What prior knowledge and skills are expected for players?



For which courses, curricula and institutions will it be used?



Which is the context?
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In an educational game different factors intervene: Subject, Object and Community.
These components interact through the knowledge, use and application of tools, social
rules and labour division.
The development of the skills that are intended to be achieved with the game depends
on the appropriate activities of learning and instruction designed in the game; and the
final result will depend on the intrinsic and extrinsic motivation of the player, the goals
proposed and the conditions offered in the game.

8.1.1. Gaming, learning and instructional activity for serious game design
As we see in ATGSM model (Carvalho et al., 2015), educational serious games are
typically used in the context of at least three activities or they can be divided into three
activities when using them: the gaming activity, the learning activity and the
instructional activity.


In terms of gaming activity, it means the experience of playing the video game.
The subject is the player-student. In this dimension of the video game is
important to take into account different questions considering Carvalho et al.,
(2015) and Kiili, De Freitas, Arnab and Lainema (2012): gaming actions, gaming
goals, gaming tools, sense of control, challenge, feedback and playability. All
these dimensions are important to take into account to get the experience of
flow in the players. If players are motivated through the experience of flow, they
can get game achievements and, finally, improve their gaming results. This
question is related to players’ objects and motives, so players want to get better
gaming results and improve their game achievements.



In terms of learning activity, the subjects are the players (as the same in gaming
activity). Players, through play, have to learn something (that is the object or the
motive in this dimension). Taking into account the experience of flow, it is
important to get this kind of experience to improve the learning results of
players. If players are into flow experience or immersed in the game, they are
going to learn without noticing it. Related to learning results, they are put into
practice into the term of “capability”, that is to say the “cognitive, psychomotor,
and possibly affective skills which the learner is to develop as a result of playing
the game” (Yusoff, Crowder, Gilbert & Wills, 2009, p. 21). And (considering also
instructional activity) the instructional content and the capability jointly are the
intended learning outcomes.
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Regarding instructional activity, there are two kinds of instructional activity. On
the one hand, there is extrinsic instructional activity (that is put into practice by
the teachers, educators or also the parents, who are the subjects of that
dimension), but we are not going to focus on that because we are going to
design the video games considering the use by own by the students (although
the use of the serious game with the help of parents, teachers and educators is
recommended too). On the other hand, there is the intrinsic instructional
activity. The subject of this dimension is the team game designer. It is important
to highlight that only one person is not able to create a serious game with
pedagogical and gaming principles in balance. It is necessary to work in a
multidisciplinary group formed by different experts as Marfisi-Schottman,
George and Tarpin-Bernard (2010) cite: project manager, cognitive specialist,
pedagogical expert, storyboard writer, artistic director, graphic designer, sound
manager, actors and programmers. This multidisciplinary group need to focus (in
this case, in terms of instructional activity, but they also need to try to get the
experience of flow of the players taking into account also the gaming actions,
gaming goals, sense of control, challenge, feedback and playability, as we saw in
the gaming activity) on different questions related to pedagogy and educational
design (Carvalho et al., 2015, p. 174).

Table 11 includes several components following the structure of this methodology (the
gaming activity, the learning activity and the instructional activity), which we will take
into account in the game design. Each activity has three components: actions, tools and
goals.
Table 11. Serious games components based on ATMSG
Gaming components
Action
Gaming

Tool
Goal
Action

Learning

Tool
Goal

Examples
Watch/listen to read/information, watch/listen to read story, match,
select, and obtain help.
Avatar, roles, position in space, information, tutorial, warning
messages.
Perform task within allotted time, reach narrative end, complete
quest.
Identify, observe, read, compare, demonstrate, explore, choose,
complete goal, Interpret, make, solve, distinguish, and decide.
Illustrations, demonstrations, simulator, animation, problems, self
evaluation.
Remembering, Understanding, Analyzing, Evaluating, Valuing,
Internalizing values, Perception, Adaption, Reflective observation,
Human dimension.
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Action
Intrinsic
Instruction

Tool
Goal

Demonstrate, present problem, Qualitatively assess performance,
Scaffold.
Challenge, Help text, Simulator, Tips/assistance, Warning
messages.
Gain attention, Inform learner of objective, Present the stimulus,
Provide learning guidance, Elicit performance, and Provide
feedback.

Considering as the basis of our process of design the ATGMS model (Carvalho et al.,
2015), we added some elements from other models and proposals related to the
creation or the analysis of serious games and entertainment games as, for instance, De
la Hera (2013), Gee (2004), Kiili, De Freitas, Arnab and Lainema (2012), MarfisiSchottman, George and Tarpin-Bernard (2010), Rooney (2012) and Yusoff, Crowder,
Gilbert and Wills (2009). We show the model in Figure 8.

Fig. 8. Design phase of a serious game based on ATGSM model (Carvalho et al., 2015) and taking into account other
elements from De la Hera (2013), Gee (2004), Kiili, De Freitas, Arnab and Lainema (2012), Marfisi-Schottman, George
and Tarpin-Bernard (2010), Rooney (2012) and Yusoff, Crowder, Gilbert and Wills (2009).
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All the decisions at this level are also going to determinate/narrow the learning
approaches in which the serious games is going to be based on, which can be, for
instance: situated learning, problem-based learning or/and experiential learning
(Rooney, 2012). Furthermore, the learning approaches are going to affect the learning
activity and they depend on the intended learning outcomes we want to obtain. For that
reason, we need to decide to use a learning approach or other (or maybe a combination
of some learning approaches).
Also each activity should be designed taking into account the persuasive dimensions of
the Representational World (Linguistic persuasion, Visual persuasion, Sonic persuasion
and Haptic persuasion); Persuasive Dimensions of the System (Narrative persuasion,
Procedural persuasion and Cinematic persuasion); and Persuasive Dimensions of the
Context (Sensorial persuasion, Affective persuasion, Tactical persuasion and Social
persuasion). These elements have been considered in the model presented in Figure 9
and Table 12.

Fig. 9. Design of educational serious games, considering activities and persuasive dimensions
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Table 12. Instructional activity and elements for serious game design
Instructional activity
Instructional tools
Carvalho et al. (2015)

Instructional goals

Carvalho et al. (2015)

Instructional actions
Carvalho et al. (2015)

Elements
Challenge, checklists, deadlines, discussion, help text, limited
set of choices, multiple chances, penalties, performance
measures, practice tests, questions & answers, rewards,
simulators, story, tips/assistance, warning messages
Gain attention, inform learner of objective, stimulate recall of
prior learning, present the stimulus, provide learning
guidance, elicit performance, provide feedback, assess
performance, enhance retention and transfer (Gagné);
attention, relevance, confidence, satisfaction (ARCS Model of
motivational design).
Demonstrate, present material, present problem, present
quiz, qualitatively assess performance, quantitatively assess
performance, repetition, review lesson, reward good
performance, sanction bad performance, scaffold, show
similar problems, stress importance, suggest improvements,
support recovery from errors, tell story

Instructional structures of Linguistic persuasion, Visual persuasion, Sound persuasion,
persuasiveness
Haptic persuasion, Narrative persuasion, Cinematic
persuasion, Procedural persuasion, Sensorial persuasion,
De la Hera (2013)
Affective persuasion, Tactical and Social persuasion
Instructional learning
principles
Gee (2004)

1. Active, Critical Learning Principle; 2. Design Principle; 3.
Semiotic Principle; 4. Semiotic Domains Principle; 5.
Metalevel Thinking about Semiotic Domains Principle; 6.
“Psychosocial Moratorium” Principle; 7. Committed Learning
Principle; 8. Identity Principle; 9. Self-Knowledge Principle;
10. Amplification of Input Principle; 11. Achievement
Principle; 12. Practice Principle; 13. Ongoing Learning
Principle; 14. “Regime of Competence” Principle; 15. Probing
Principle; 16. Multiple Routes Principle; 17. Situated Meaning
Principle; 18. Text Principle; 19. Intertextual Principle; 20.
Multimodal Principle; 21. “Material Intelligence” Principle; 22.
Intuitive Knowledge Principle; 23. Subset Principle; 24.
Incremental Principle; 25. Concentrated Sample Principle; 26.
Bottom-up Basic Skills Principle; 27. Explicit Information OnDemand and Just-in-Time Principle; 28. Discovery Principle;
29. Transfer Principle; 30. Cultural Models about the World
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Principle; 31. Cultural Models about Learning Principle; 32.
Culture Models about Semiotic Domains Principle; 33.
Distributed Principle; 34. Dispersed Principle; 35. Affinity
Group Principle; 36. Insider Principle.

8.1.2. Considering the use of affective agent in video games
Digital games are known to provide an intrinsically motivating experience and a state of
heightened enjoyment that people do “for its own sake” (Sweetser & Wyeth, 2005).
They catch the eye, engage the players, and incorporate narrative in ways that make
them important teaching tools. Digital games for educational purposes is often referred
to as digital game-based learning (DGBL). DGBL can serve not only as an engaging way to
entertain players, but also as an innovative tool to help build the players’ cognitive
abilities, encourage problem-solving, promote collaboration, and increase self-esteem
(Felicia, 2009).
Concurrently, researchers have realized the important role of affect in learning, and
have begun to factor learners’ affective states into educational system design. Some
common techniques to infuse affect into DGBL include using music, storylines, colors,
and narration, but the most effectiveway is through interface characters, also referred
to as “avatars” or “agents” (Salen & Zimmerman, 2005). The term “agent” refers to an
autonomous computer program that can act on its own (Gulz et al., 2011). An embodied
agent (EA) therefore refers to a life-like agent, i.e., one with a face and body, and
communicates with users via speech, facial expressions and body gestures. Designed
with the ability of emotional expression, affective EAs are becoming an increasingly
popular technique to incorporate affective elements in computer programs.
Using EAs can make the interactions between humans and computers more natural and
enjoyable (Kim, Baylor, & Shen, 2007). In addition, it is believed that EAs’ ability to
detect and express affective states is crucial for improving their believability and
trustworthiness, eliciting affect in the users, as well as contributing to more entertaining
interactions. The use of affective EAs in a pedagogical role such as instructors, mentors,
assistants, and companions, can also help students overcome negative affect such as
boredom or frustration during learning process. Given the potential of both DGBL and
affective EAs, the two concepts have been juxtaposed to achieve synergy.
Motivation is a key ingredient in learning, and social cues play an important role in
motivation. It is hence important that both developers and educators realistically assess
the potential and limitations of using affective EAs in DGBL. Among the different game
elements, avatars are frequently used in digital games. Depending on the stream of
research, avatars are also labeled as autonomous agents, animated agents, embodied
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agents, and virtual agents. Studies have discovered that people cannot perceive a
difference between mediated images of EAs and real people, and blend the signals from
the living and the animated.
Nass and Reeves (1996) designed a series of experiments and discovered that people
perceive animated images as real and respond to them as they would to another person.
Along the same line of research, Hyde, Kiesler, Hodgins, and Carter (2014) conducted an
experiment to investigate whether children interact with EAs and real people differently.
Results suggested that there was no difference in children's conversation behaviour with
the real person and the EA image. These results indicate that children interacted with
EAs as they would with another person. Researchers have explored the use of EAs in
various applications. By providing visual cues, well-designed EAs make it easier to attract
people's attention, better meet the needs of learners in cognition and affect, thus
enriching the learning experience (Kim et al., 2007).
To investigate whether using EAs can increase students' learning performance and
motivation, Chen and Chou (2015) designed a multimedia instructional database with an
EA that teaches force and motion. The EA is an instructor that can provide related
information and guiding instructions. Results revealed that the EA successfully increased
students' knowledge acquisition and learning motivation. Similarly, van der Meij (2013)
examined whether using an EA in a print tutorial can enhance learning motivation and
learning performance. The EA was designed to motivate students through images and
written messages. Data on motivation and learning performances were collected before,
during and after the learning. Compared with students who received the tutorial
without EA, those in the EA condition performed significantly better in learning
outcome.
The study carried out by Guo & Goh (2016) aimed to examine the influence of affective
EAs in a digital game across three conditions: affective-EA (with affective feedback, facial
expressions and body gestures), neutral-EA (that retains the same facial expression and
body gesture throughout), and no-EA. Specifically, it investigates their influence on
students learning outcome, motivation, enjoyment, perceived usefulness and
behavioural intention. This study, focused on teaching higher-order skills, reaffirms the
positive influence of affective EAs on students learning. Using EAs with affective
expressions and feedback can significantly increase students’ motivation, enjoyment,
perceived usefulness and behavioural intention.
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8.1.3. Proposed components for the serious games
If we follow the principles of the ATMSG, the use of serious games puts into play three
activities: gaming activity, learner activity and instructor activity. The ATMSG proposes
four phases for the design of serious games that take into consideration these three
activities.


Determine the high level features of the game (Activity): In the first phase the
designers decide the goals of the game, the characteristics of the users, the
instructional context and the tool.



Determine the middle level features of the game (Actions): The ATSMG
considers that a serious game is composed by a series of actions each with
operational goals involving the user and the tool.



Represent the game sequence: This phase should be performed as the same
time as the second phase including a diagram with all the actions that take place
during the game.



Description of the game sequence: In this phase the designers should group the
actions that belong to same sequence and describe the actions that the user
should perform in order to overcome the sequence.

The ATMSG model reorganize existing taxonomies of learning into a unified vocabulary,
it aids to identify and classified the components according to their characteristic and
roles in the game. The taxonomy is organized in a tree structure in which items are
classified according to the activity to which they belong, and, within the activity,
categorized as actions, tools or goals.
Bellow we establish the elements related with actions, tools, goals and persuasion,
considering four types of activities: gaming, learning, intrinsic instruction and extrinsic
instruction (see table 13)
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Table 13. Specification of gaming components (actions, tools and goals) of the video
game, considering ATMSG methodology, game´s persuasive structures and Educational
components to design serious game.
Gaming activity

Learning activity























Actions











Making an
academic
task at the
library
Playing
online with
friends
Having
dinner with
family
Talk about
dangerous
situations
Celebrating
his/her
birthday
Sharing
photos with
friends on
Internet
Preparing a
camping
trip
Staying at
camping
with friends
Relationshi
p with
unknown
people
Sending
and
checking
their email





Customization
Clear goals
Watch
Observe
Reading text
Remembering
Repetition
Reflect
Obtain help
Matching
Develop
responses
Demonstrating
Take decisions
See
performance
evaluation

Intrinsic
instruction activity

Extrinsic
instruction activity





















Pose
challenges
Give
explanations
Give help
Give
performance
evaluation
Give
immediate
feedback
Verifying
Reviewing
Demonstrating
Scaffolding
Repetition
Recover from
errors
Quantitatively
assessing
Qualitatively
assessing
Rewarding
good
performance
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Teacher gives
explanations
Teacher gives
help
Classmates
give help
Group working
Family gives
help
Reflection in
groups
Complementary
activities
Using others
sources of
information
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Gaming activity








Tools











Avatar
Information
Performance
Challenge
Multiple
chances
Performance
measures
Narrative
Cinematic
Characters
Roles
Scenarios
Graphics
Buttons
Menus
Time pressure

Learning activity














Information
Rewards
Performance
Challenge
Multiple
chances
Warning
messages
Levels
Report
Sounds
Tips
Progress bars
Checklists
Affective
embodied
agent

Intrinsic instruction
activity

Extrinsic
instruction activity
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Providing learning
guidance
Task list
Information
Rewards
Performance
Challenge
Questions
Limited set of
choices
Help messages
Advice and
assistance
Warning
messages
Points
Levels
Report
Performance
measures
Affective
embodied agent












Different types
of Information
Rewards
Questions
Teacher
Classmates
Family
Related
professionals
Books
Webpages
Library
Role playing
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Goals

Configure
game
Understanding
Maximize
performance
Enjoy
Learn
Gain
confidence
Live real life
situations
Solve
problems of
real live
Positive
experience
Engagement
Flow
experience
Sense of
control
Playability
Concentration















Use the
Internet safely
Know the
Internet rules
Protect
privacy
Remembering
Understanding
Maximize
performance
Perceived the
relevance to
use the
Internet safely.
Positive
feelings about
safe use of the
Internet
Perceived a
high level of
capacity to
use the
Internet safely.
Significant
learning
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Choose a secure
 To amplify
password to
information
protect a device.
 Contrast
Distinguish
information
between protected  Know other
and unprotected
situations
Wi-Fi.
 Share
Learn to register at
experiences
a website.
with peers
Learn to carry out
 Stimulate
safe searches.
reflection
Learn to use digital  Clear doubts
resources legally.
 Analyse
Learn to safely
different cases
play online games.  Transfer
Learn to protect
learning
oneself from the
dangers of online
gaming.
Learn to create a
Facebook profile
with proper
concern for
privacy.
Set up a network
of friends within
their circle of trust.
Learn to protect
oneself from
strangers.
Learn to ask
permission from
people.
Learn how to
make proper use
of instant
messaging.
Learn to
distinguish what
information can be
published online.
Learn to prevent
bullying.
Learn to protect
mobile
devices.Project nr: 732420
e-Confidence
Learn to identify
messages and
files of dubious
origin.

Representational
world (1st level)

Representational
world (1st level)













Visual
persuasion
Sonic
persuasion
Linguistic
persuasion
Haptic
persuasion

System (2nd level)

System (2nd level)






Persuasion

Visual
persuasion
Sonic
persuasion
Linguistic
persuasion
Haptic
persuasion



Procedural
persuasion
Narrative
persuasion
Cinematic
persuasion




Procedural
persuasion
Narrative
persuasion
Cinematic
persuasion

Context (3rd level)

Context (3rd level)









Social
persuasion
Tactical
persuasion
Affective
persuasion
Sensorial
persuasion






Arousing
feelings
Arousing
emotions
Delivering
intellectual
challenges
that engage
(surprise,
intrigue,
provocation)
Relationship
with others
players

Representational world
(1st level)





System (2nd level)




Procedures and
rules
Narratives
Audio-visual
contents






Visual signs
Sonic signs
Linguistic signs
Haptic signs

System (2nd level)




Procedures and
rules
Narratives
Audio-visual
contents

Context (3rd level)

Context (3rd level)
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Visual signs
Sonic signs
Linguistic signs
Haptic signs

Representational
world (1st level)

Arousing feelings
Arousing emotions
Preparing
intellectual
challenges that
engage (surprise,
intrigue,
provocation)
Relationship with
others players






Arousing
feelings
Arousing
emotions
Preparing
intellectual
challenges that
engage
(surprise,
intrigue,
provocation)
Relationship
with others
players
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8.2. DESCRIPTION OF GAME FEATURES
8.2.1. General characteristics
The game features affecting game efficacy (Garris, Ahlers, & Driskell, 2002) are: (1)
fantasy contexts that leads to greater student interest and increased learning, (2) game
contexts that are meaningful and that provide well-differentiated, hierarchical goal
structures, (3) animated graphics that enhance the motivational appeal of instructional
activities, (4) progressive difficulty levels, multiple goals, and a certain amount of
informational ambiguity to ensure an uncertain outcome, (5) mystery that stimulate
curiosity, and (6) player/learner control of reactions and motivation.
Considering the models exposed on design of serious games, WE should also take into
account aspects such as constructivism, fidelity, persuasion, design learning and
instructive activities.

1) Fantasy
The game narrative can “transport” people to another world and change their attitude
through the journey-like experience (Lu, Baranowski, Thompson, & Buday, 2012). People
engage with narratives experience immersion, a process in which they “travel” into the
story world and are changed by the journey. Changes are typically knowledge-based,
attitudinal, and sometimes even behavioural. Bearing in mind that effect, we suggest
narrative in school setting that will include fantasy elements:
E.g. Player is confronted with situation at the beginning of high school where he meets
new classmates. Some of the classmates have behavioural or/and emotional problems
(one is always alone, without friends, usually sad; another one easily come to tears;
third one is acting out etc.). The player mission is to help those classmates by using his
super-power for time travelling. He is travelling to the past to the middle school where
he sees them as younger students in different bulling scenarios and uses his another
power to embody in students with different roles – bystander, victim and bully role.

2) Goal structures
Game contexts should provide well-differentiated, hierarchical goal structures with
enticing long-term goals (e.g. bystander’s supportive behaviour for victim) and a short
term goals needed to achieve the overall game goal (e.g. first ignoring the bully, then
comforting the victim, and finally defending the victim). The sub-goals are gradually
presented to lead learners to the learning objective (Ibrahim et al., 2012). Game goals
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should guide player through the game and can be presented implicitly or explicitly.
Goals need to be presented early and clearly stated, and should be personally
meaningful, obvious, and easily generated.
Following each challenge, player should be presented with several possible actions from
which they must select one, like block the bully or hitting him in anger. After selecting an
action, the player receives one of several consequences of the selected action, like being
isolated, along with points indicating appropriateness of the reaction. Players may
receive or loose points (Schoech et al, 2013).

3) Animated graphics
Game should consists of situations integrated in familiar stories and scenarios and
accompanied by environment sounds, thus altogether attempting to create an
experience as closer to the reality as possible. Animated graphics enhance the
motivational appeal of instructional activities.

4) Progressive difficulty levels
Challenges are the part of video game, which keeps players motivated to provide a
solution and continue with the game. Challenges increase the game dynamic by
presenting different levels and types of challenges in order to provide appropriate
challenges to player’s experience and skills (Ibrahim et al., 2012). Increasing challenge
keep players engaged, reducing the potential for students to become distracted,
diminishing educational engagement. The challenge should be produced from the
diversity of the game's tasks and from the difficulty of these tasks. It should be balanced
the playful and educational aspect based on the player progress. The embodiment in
different roles (victim, bully or bystander) could serve as different game levels with the
victim role as basic level and bully role as the highest level. Some tasks can be timeconstrained to enhance challenge (e.g. recognizing bullying situations, reactions in the
case of bullying).

5) Mystery that stimulate curiosity
The game narrative could include mystery elements. In the suggested narrative the
player mission is to help those classmates to change their behaviour by using his superpower for time travelling and to embody in students with different roles in middle
school. The player could later observe how those behaviour changes affect long-term
consequences by travelling back to high school.
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6) Player/learner control of reactions and motivation
Players should feel a sense of control over their actions in the game. A controllable
environment allows players to build confidence and self-esteem, as well as to extend
their potential. Perceived control is a result of the number of choices available to the
learner, the presence of contingency, and a feeling of power given to the learner by
allowing them to produce very different outcomes. Players want to feel in charge of the
game-at least in regard to control of their avatar. The control should be intuitive and
mapped to platform control. The control over the program is very crucial: the
interaction should determine how the learners observe and infer the rules of the
system.
When faced with a challenge, the player must make a decision, which will have
consequences on the score that is built up by points, peers’ and teachers’ reactions,
amount of self-esteem, strength and courage and will affect the course of the story. The
player only passes the level, if he/she gets at least the minimum score required. We
suggest that that the player must resolve 90% of interactions in an assertive manner in
order to pass to the next level.

7) System feedback
Players must be informed as to what they are achieving at the educational levels during
the game (Ibrahim et al., 2012). Feedback needs to be clear, constructive and
encouraging.
Feedback should also provide an explanatory information, metacognitive prompts, and
clues to correct responses. An appropriate feedback should be presented based on the
player decision and performance, and should help players to learn and to reach
educational goals. Specific textual feedback with explanations should be presented to
the player after a number of failed attempts, and to help him to understand why he has
failed. Different types of feedback, audio/visual (music, sound effects, flashes, etc.),
should be provided. Feedback should allow the player to monitor the mastery of skills.
Feedback message should provide player about all his/her actions, situations (level
complete, game finished, etc.) and status (score list, etc.).
Key feedback should be continuously presented via a score box. A detailed feedback
page should be accessed at any time during game play. Several types of feedback could
be provided, e.g. empathy, assertiveness and aggressiveness scores, self-esteem,
strength, courage, number of friends, and points accumulated. Also presented could be
the game minimum, maximum, and median scores for social skills aimed to develop in
bullying game.
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The way of presenting feedback should respect ABA or behaviour modification
procedure and different behaviour modification techniques or intervention should be
applied.
In the proposed game narrative, player should be able to return to present time
occasionally and observe changes in the classmates’ behaviour in order to see whether
his action in the past resulted in decreasing their problems.

8) Constructivist approach
The three constructivist theories that we will use to conceptualize the game are:
situated learning, problem based learning, experiential learning.
-

Situated learning: according to this perspective, cognition is stretched beyond
the mind of the individual to encompass not only the task and social tools or
artefacts used during the task, but also the social context and its participants
(Derry & Steinkuehler, 2003).

-

Problem based learning (PBL): PBL underpins most design strategies in the form
of goals or missions who the player must strive to accomplish (Kiili, 2007). PBL
strategies within serious games can encompass varying degrees of complexity —
from single-player games which require the player to complete tasks in a linear
fashion, to massively multiplayer games where players face a range of problems
and decision-making scenarios, in a collaborative environment.

-

Experiential learning: serious games have provided new opportunities for
experiential learning in a virtual environment, allowing students to become
immersed in, and participate in experiences that may be inaccessible in the real
world (Dalgarno & Lee, 2009). While providing additional learning opportunities,
serious games can also provide a safe environment in which to learn from
mistakes — an important facet of experiential learning (Beard & Wilson, 2002).

9) Fidelity
In the context of serious game design, the concept of fidelity refers to the extent to
which the game emulates the real world (Alexander et al., 2005). Physical fidelity refers
to the degree to which the game environment looks, sounds and feels like the real
world. Thus the physical fidelity of a game is determined by factors including visual
display, controls, audio and physics models driving these variables. Functional fidelity is
defined as the extent to which the game environment acts like the real world in terms of
its response to player actions, thus encompassing the elements of game narrative and
interactivity.
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10) Persuasion, engagement, motivation and “flow”
The engagement of the user through the flow experience of the game is an essential
component of the serious games. Achieving an effective balance of play and pedagogy is
key to the effectiveness. The sources of persuasion can be classified in three dimensions:


Representational World: Visual persuasion, linguistic persuasion, sonic
persuasion and haptic persuasion.



System: Narrative persuasion, cinematic persuasion and procedural persuasion.



Context: Social persuasion, tactical persuasion, affective persuasion and
sensorial persuasion.

There are four main antecedents of the flow: clear goals, immediate feedback and sense
of control and playability. If this four elements are adequately implemented, they
produce in the user a flow state that increases concentration and causes a loss of selfconsciousness, time distortion and a rewarding experience that contributes to the
significant learning of the student.
-

Player positioning: player positioning refers to placement of the player within
the game world, rather than external to it. In many contemporary games, this is
achieved by adopting a first person perspective where the camera (or player
view on screen) takes the position of the player/character’s eyes. A third person
perspective (where the player can see their character on screen) is also
commonly used. It is argued that both perspectives have the advantage of
allowing the player to become more immersed in the game world

-

Narrative: Carson (2000) conceptualizes narrative as “environmental
storytelling”, where narrative is all encompassing notion, a big picture of the
world that is being created. He argues that rather than pause game play to
narrate a story, game designers convey much of their “story” through various
elements within the physical game space — such as colour, lighting, texture,
characters and props. In this way, rather than spelling out a story, the player is
invited to explore and discover the “story.” As Carson (2000) states, the most
important thing is that players feel in control, even though the designer has
orchestrated the environment.

-

Interactive design refers to multiple design elements which span the game
setting, characters and interactions, all of which, it is argued, play an important
part in player immersion and engagement (Dickey, 2005).

In persuasive games, it is possible to find visual, sound, linguistic and haptic
representations. A persuasive game can contain thousands of individual signs that
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function not through their intrinsic value but through their relative position to other
signs (Saussure, 1983). Therefore, in order to become meaningful, signs need a system
that establishes relationships between them.
The rules of the game have an important role in establishing relationships between the
signs within persuasive games, as they are the responsible for guiding players through
the game. I claim that there are other two aspects of digital games that establish
relationships between signs: the narrative and the cinematic treatment of the audiovisual contents.
The meaning of the game only emerges when the player interacts with the signs of the
system within a specific context. It follows that the context can affect the way the player
interprets the signs: enhancing, distorting or even radically altering the intended
meaning. This is because players tend to interpret signs not for what they are, but what
they mean to them in certain contexts.
Building persuasive structures for persuasive games consists of designing a game world
filled with visual, linguistic, haptic and/or sonic signs that become meaningful from a
persuasive perspective when players interact with them, guided by the rules of the
game, the storyline and/or the cinematic treatment of the audio-visual contents.

11) Development/production
To develop the serious game by the team of game designers considering the issues and
questions stablished in the design phase.
-

-

Searching for reusable software components: this is the moment were the
designers can search the database to see if any of software components suit
their needs. Indeed, it is much more efficient to look for reusable components
before they design all the elements from scratch.
Create the game scenario: software developers create the scenario based on the
previous proposal.

12) Framework scenario
We describe the elements of the virtual environment such as the storyline, the
characters and the different places where the action will take place. In this step we will
take into account the following elements (Anetta, 2010):
-

Identity: the player’s identity is represented through a unique character called
an avatar.
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-

Aesthetics & Graphics: this component refers to the audio-visual language
(aesthetic characteristics, imagery, style preferences, artistic media, and the
computer graphic techniques) conceptualized, chosen and developed for the
visualization, and the display of the elements involved in the game. The
aesthetics and graphics define the overall formal aspects that frame the content
(information), the fiction (the world and characters of the game), the framing
(target group), the setting, and the mechanics (instructions, rewards) of the
game.

-

Immersion: being immersed in these serious educational games environments
means that players have a heightened sense of presence through individual
identity, are engaged in the content, and thus are intrinsically motivated to
succeed in the challenge of the game’s goal. If these three criteria are met, then
the player may enter a state of ﬂow. Flow is an underlying goal of all good game
design.

-

Interactivity: as communication and working as a team are important to the
learning process, immediacy is an important characteristic to consider in
educational game design.

-

Increased Complexity: good games often have multiple levels. This can be
accomplished through loading new three-dimensional maps (a level or single
virtual game world) or increasing difﬁculty within one map.

-

Informed Teaching: for artiﬁcial intelligence to work in serious educational
games, there must be a mechanism for events and behaviours to be recorded.

-

Instructional: learning is the goal of any educational endeavour. For serious
educational games to be instructional, they need to have all of the
aforementioned components in addition to the following concepts. The students
have the seemingly innate ability to expand visual–spatial abilities and cognitive
load. They thrive in environments that challenge them, making them adapt to
those challenges and predict avenues to circumvent other challenges.

13) Assessment
It is important to put into practice this phase in each moment of the creation of the
serious game that allow us, through iterative process, the improvement of the serious
game.
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Furthermore, for the assessment after the implementation of the serious game with a
similar sample of users, it is necessary to take into account the following questions
adaptated from Naldoski et al. (2008), adaptated to our serious game and the final aims
of our serious game:
-

What courses, curricula, and institutions did use the serious game?

-

Was the case exploited as a stand-alone item or with other instructional
materials?

-

What study load and time interval were measured?

-

Did the students change their behavior?

-

Did the students acquire the main complex cognitive skill?

-

Did students have the assumed prior knowledge and skills?

-

Did students perform tasks as expected?

-

Did students cooperate as expected (if applicable)?

-

Did students consult resources as expected (if applicable)?

-

Did students use peer support or from the teacher (if applicable)?

-

Did students enjoy the video game?

-

What unforeseen circumstances did students encounter during the use of the
video game?

-

How often did students ask for technical support, and was this sufficient?

-

Did the students get in touch with peers (if applicable)?

-

Did students compare their progress with peers (if applicable)?

-

How and when did students monitor their progress?
Furthermore, it is necessary to consider the framing as Mitgutsch and
Alvaradi (2012) cite. Besides the five key design elements that they cite
(purpose, content and information, mechanics, fiction and narratives,
and aesthetics and graphics), that, in our case, are told previously in the
design process (in a similar way but with other words), they say that a
further additional aspect is the framing of these elements in terms of the
target group, their play literacy and the broader topic of the game. The
play literacy can depend on different aspects for instance the age, the
socio-economic level and the country/context. Then, the play literacy of
the players can essentially influence the gameplay experience. For that
reason, it is necessary to ask ourselves these other questions:
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-

Is the target audience having trouble using the controls, understanding the user
interface or recognizing the fiction of the game?

-

What skills are needed? Are they too difficult or too easy to acquire taking into
account the users?

-

Are the difficulty levels balanced in relation to the audience’s needs?

Finally, depending on the behaviour change that we want to get in the final users when
using the serious game, we are able to apply different instruments and techniques to
analyse, assess and prove this behavioural change (test, scales, observation, dairies,
objectives test…).

8.2.2. Behaviour modification in serious game
As was mentioned in previous chapter, the first step in ABA or behaviour modification
procedure is to select and clearly define the target behaviour. The target behaviours
that should be modified by using ABA interventions are bullying behaviour, empathy and
assertiveness (bulling game). Also de unsafe use of the Internet (another game).
The three phases of behaviour modification should be included in the bully game: initial
assessment (baseline), behaviour modification interventions, and final assessment.
Initial assessment (baseline) could be conducted by on-line questionnaire, as well as a
behaviour probes. On-line questionnaire, as a part of game, should address bullying
involvement and social skills aimed to develop in bullying game (e.g. considering
consequences; handling emotions - anger, fear and empathy; providing support; being in
control; being assertive, asking for help; and giving help). In behaviour probes, all players
could play each role, but they should be offered different behavioural and thinking
choices among which they have to choose. All players should be first in the role of
victim, because they should take victim perspective in order to change their behaviour.
After that initial victim experience, player should be directed to the appropriate role
according to the results of initial assessment: victim, bystander, bully/victim or bully.
These role categories should have different game path as shown in Table 14.
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Table 14. Game path according to role categories
INITIAL
STATUS IN
BULLYING

First role in
game

Second role in
game

Third role in
game

VICTIM

Victim

Bystander

Bully

BYSTANDER

Victim

Bystander

Bully

BULLY / VICTIM

Victim

Bully

Bystander

BULLY

Victim

Bully

Bystander

After initial assessment, the game players should be presented with scenarios in which
their actions can make a positive or negative difference for a victim and the
consequences of their action should vary according to that. The difference for a victim
could be attained by providing players with opportunities to react differently to the
bullying by choosing between offered adaptive and maladaptive reactions. Thus,
individual game players are given a direct role in the decisions making process. To sum
up, student game players experience an incident involving bullying, assess the situation
and determine the best (or not so best) response strategy, then implement it and
observe the consequences of their decisions.
The use of consequences in order to change behaviour or behaviour modification
intervention is explained in previous chapter of this information dossier. Following
character/player reactions, selected between offered options of reactions, different
consequences should be implemented: (1) points, (2) peers and adult reactions, and (3)
some other indicators of progress in game that would reflect increase in psychological
traits (e.g. positive reactions could improve player self-esteem, strength, and/or
courage).
Nagle et al. (2014) emphasized the importance of in-game rewards, especially if
scheduled according to positive reinforcement principles. Positive reinforcements are
gaining points (token economies), positive peers and adult reactions as social positive
reinforcers (support, comforting), gaining in self-esteem, strength and courage. The
players could find different rewards not equally reinforcing. It would be best if the game
could be tailored for users. If the game designers want to implement Herrnstein law, a
system should automatically calculate which rewards are eliciting the most work from
that person (i.e., which are most reinforcing). In order to do that, different kinds of
reinforcement should be initially offered for each appropriate reaction. E.g. after
choosing appropriate reaction in the first situation, a player should be given points, in
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the following situation he should get approval from the other characters, in the third
situation he should have his self-esteem increased and so on, in random order. Then,
the system should recognize which reward (e.g. points vs. social approval vs. personal
characteristics improvement) is the most reinforcing for that particular player, are offer
this kind of reinforcement later on.
However, as Linehan, Kirman and Roche (2015) suggested that in order for feedback in
the game to be effective all kinds of reinforcements and punishments should be used in
the game. Therefore, negative reinforcement in the bully game could be escaping
bullying. Punishments could be losing points (response cost), disapproval from peers or
adults, lowering self-esteem and strength.
The number of points should differ depending on the reaction in a way that positive
reactions result in gaining points (positive reinforcement), and negative reactions result
in loosing point (punishment – response cost). The differential reinforcement should be
applied i.e. the number of gained or lost points should depend on degree of adaptability
of the reaction. The prosocial and adaptive reactions should result in gaining points,
while aggressive and maladaptive reactions should result in losing points. In the list of
suggestions for reactions (in 4.1.1. Instructional content), we categorized reactions from
group (a) to group (c). The reactions marked with (a) should gain or lose the least
number of points. The reactions marked with (b) should gain or lose medium number of
points, and the reactions marked with (c) the largest number of points.
Shaping and chaining procedures could be applied for the most complex reactions at the
third level (labelled c in 4.1.1. Instructional content) such as assertive behaviour. Those
behaviours consist of several components and in chaining procedure students could
learn to combine the components in complex final behaviour. Also, because students
usually have difficulties in differentiation between different complex behaviours e.g.
between aggressive and assertive behaviour, reinforcing approximations toward a final
response i.e. shaping should be applied. The in-game behavioural intervention example
is presented in Figure 10.
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Fig. 10: Shaping and chaining interventions examples in game environment.

Each bullying scenario should include other characters, mostly peers but there could
also be adults, who could differently react to bullying and prosocial behaviour of the
player. Reactions to bullying could be disapproval, ignoring, walking away, and isolating
the bully, while reactions to prosocial and adaptive reactions could be verbal or
nonverbal understanding, approval, and support.
Self-esteem should grow for all prosocial and adaptive reactions (a, b & c), strength for b
& c reactions, and courage for c reactions.
At the beginning of the game, a continuous rewarding should be applied in order to
quickly build desirable reaction pattern. However, as Nagle et al. (2014) emphasized that
augmenting a variable-ratio schedule is able to elicit high levels of enjoyment and
performance from participants, a schedule leaning or thinning should applied a variableratio schedule should be applied afterwards i.e. not every desirable reaction should be
rewarded.
However, in order for schedule thinning to be effective, there should be enough
situations in which the player was continuously reinforced, so that he had enough
opportunities to learn the appropriate reactions. Maybe thinning could be applied only
in some parts of the game (e.g. in situation when bystander has to recognize and react
to bullying situations – first he/she should be reinforced for every recognition of bullying
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situation, and later on, as the game progresses, schedule could be thinned). Type of
intervention and intervention schedule for target behaviours are suggested in Table 15.

Table 15. The change of target behaviours in bullying game.
Target
behaviour

Effect

Specific behaviours

Intervention

Intervention
Schedule

Bullying
behaviour

Decrease

Teasing
Exclusion
Harassment
Physical bullying

In game
punishment

Continuous
schedule

Empathy

Increase

recognized own feelings In game positive
when bullied
reinforcement
comfort the victim

Continuous
schedule in the
beginning
then
thinning
and
variable-ratio
schedule

Assertive
behaviour

Increase

Bystander:
In game positive
turn students’ attention and negative
away from the bullying reinforcement
situation
ask for help
defend the victim

Continuous
schedule in the
beginning
then
thinning
and
variable-ratio
schedule

Victim:
making eye contact
standing tall
standing up for oneself
ask for help
Bully:
self-control
asking for something in
assertive manner

The generalization of learned behaviours should be evident in several aspects of the
game. Firstly, the player should display appropriate behaviours (and thoughts) in
situations that are different from the situation in which he was reinforced (stimuli
generalization). For example, if he learns to act assertively in the classroom, he should
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act assertively in front of the school or in other environments. Secondly, the player
should choose behaviours (and thoughts) that assertive or emphatic even though that
specific reaction was not reinforced before (e.g. he was reinforced for standing tall, and
now he chooses another assertive reaction like standing for himself). Lastly,
generalization should also be evident when evaluation of the game will take place.
Scores on questionnaires on assertiveness and empathy should increase, while the score
on bullying questionnaire should decrease when comparing scores on measures
administered before and after the game.
Otherwise, we offer exemplifies a subset of micro-task and measurement mechanisms in
the context of Safe use of the Internet using a Procedural Rhetoric approach. So we
determine the goals and type of behaviour, attitudes, effects, target behaviour,
intervention and intervention schedule (see Table 16).
Finally, a specification of gaming components (actions, tools and goals), considering
ATMSG methodology, game´s persuasive structures and Educational components, is
presented in Table 21 to design serious games about Safe use of the Internet.

Table 16. The change of target behaviours in Safe use of the Internet game
Target
behaviour
Safe use
of the
Internet

Effect
Children will
show a more
safe
behaviour
when they
use the
Internet

Specific
behaviours
1. Use devices
safety
2. Set
passwords
properly
3. Surfing the
web safely
4. Use
adequately
email
5. Use social
networks
safely
6. Use instant
messaging
safely
7. Use images
properly on
the web

Intervention

Intervention
schedule

In-game rewards
(points, coins…)

Every time he/she
completes a task

Positive reinforcement
(positive text, positive
audio, pleasant
gestures of the
embodied agent…)

Every time he/she
choose the safest
behaviour.

Positive punishment
(explanatory text, no
progress advance,
neutral agent
gestures…)
Negative punishment
(in-game penalty,
unpleasant agent
gestures…)
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Attitudes
towards
the safe
use of the
Internet

Children will
show a
positive
attitudes
towards the
safe use of
the Internet

Positive reinforcement
(positive text)

At the end of the
game

Positive punishment
(explanatory text)

At the end of the
game

8.2.3. Considering attitudes as determinants of behaviour
The following are two commonly used theories, the Theory of Reasoned Action (TRA)
and its extension, the Theory of Planned Behaviour (TPB), designed to explain the
relationship between attitude and behaviour. These theories both conceptualise
attitude as a single entity and focus on an attitude towards the performance of a
particular behaviour. They are based on the notion that consequences of actions and
behaviour are contemplated before the completion of that behaviour (Azjen, 1985).
The Theory of Reasoned Action (TRA) provides a theoretical framework for the
investigation of the relationship between attitudes and behaviour. The framework
suggests behaviour can be predicted by attitude, subjective norm and intention.
The Theory of Planned Behaviour (TPB) was developed as an extension of the TRA to
include the notion of perceived behaviour control (Ajzen, 2001). This paradigm that is
proposed to affect intention, and thus the performance, of the targeted behaviour is the
construct of subjective norm. The subjective norm is an individual’s perception of the
social pressure on them to perform, or not to perform, the target behaviour. The notion
of intention is an indicator of the amount of effort an individual is willing to exert in
order to perform the target behaviour. According to the TRA, an individual’s intention to
perform the target behaviour is a direct predictor of the actual performance of the
target behaviour. The perceived behaviour control variable refers to a subjective
evaluation by an individual regarding the degree of ease or difficulty of performing the
targeted behaviour and often reflects and individual’s experiences performing the
behaviour and perceived obstacles that may impede the performance of the behaviour
(Ajzen, 1991). The TPB attempts to include external factors through the introduction of
the notion of perceived control, and it is only accurate in predicting behaviour when the
individual’s perceived control closely resembles the actual control the individual has on
the performance of the behaviour.
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The Tripartite Model of Attitudes (TMA) proposes the notion that attitude is a multicomponent construct, composed of three elements, cognition, affect, and behaviour.
The cognition component of attitudes refers to the evaluative thoughts and beliefs of an
individual towards the entity being studied (attitudinal object). The affect relates to the
feelings and moods experienced by an individual when faced with the attitudinal object,
while the behaviour component refers to the behavioural responses toward the entity in
question (Eagly & Chaiken, 1993).
The previous three frameworks introduce concepts of a multicomponent construct of
attitudes and the interaction between, and influence of, attitudes and behaviour.
In 2012, van Aalderen-Smeets et al., developed a new theoretical framework of attitude
for use when assessing primary teachers’ attitudes towards science (TPATS). This new,
non-traditional framework (see Figure 11) organises the components of attitude
suggested in the TMA, and the fundamental notion that attitudes affect intention and
behaviour proposed by the TRA and the TPB into a single framework. This framework
relies on the notion that attitude is not a singular concept but a concept consisting of
multiple dimensions. This implies that in order to measure attitudes, research should
investigate multiple dimensions of attitudes. van Aalderen-Smeets et al. (2012) stated
that behavioural intention and behaviour should be seen as conceptually different from
attitude, and thus have removed the behaviour component of attitude from the TMA in
their new framework. Behaviour, as a construct of attitude, has been replaced by the
notion of perceived control, suggested in the TPB as an influential component of
behavioural intention and behaviour.

Fig. 11. New theoretical framework of attitude developed by van Aalderen-Smeets et al. (2012).
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The TPATS provides a valuable theoretical framework for the development of research
instruments for use in examining teacher attitudes. Mulholland & Cumming (2016)
present arguments for using a non-traditional theoretical framework as TPATS for
investigating teacher attitude toward disability, students who have disabilities, and the
teaching thereof.
We present a model to design a serious game (Figure 12) considering various preexisting models of serious games as Information deficit, Procedural Rhetoric and
Emergent Dialog and the contributions of van Aalderen-Smeets et al. (2012) and
Mulholland & Cumming (2016) regards with a new theoretical framework of attitude.

Fig. 12. Model to design serious games considering the components of the attitudes
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9. METHODOLOGY E-CONFIDENCE APPLIED TO GAMES
ABOUT BULLYING AND SAFE OF THE INTERNET

9.1.

INSTRUCTIONAL CONTENTS AND GOALS OF THE GAMES

The components of the model that we propose to design pedagogical video games orient to
change behaviours for safe use of the Internet and prevent bulling are shown in Figures 13/14.
We have been considered the models and elements proposed by different authors, which have
been exposed in the previous sections.

Fig. 13. Educational components to design serious game (about Safe use of the Internet)

Fig. 14. Educational components to design serious game (about Bulling)

9.1.1. Safe use of the Internet game
The relationship between minors and social media has been a source of constant concern for
educators, and it currently occupies a key position in the research agenda, particularly with
regard to all aspects of Internet use (Garmendia, Martínez, Garitaonandia and Casado, 2012).
Recent years have seen a spectacular increase in Internet use, particularly among the youngest
individuals (Estévez, Bayón, De la Cruz and Fernández, 2009; Gallagher, 2005; Holtz and Appel,
2011; Labrador and Villadangos, 2009). This widespread use has offered numerous
advantages, but also certain drawbacks. Due to their natural adoption of Information and
Communication Technologies (ICTs) and less cautious, more trusting behaviour, children and
adolescents are more vulnerable to certain risks.
Safe use of the Internet represents a concern for the whole European Union. Work has been
ongoing since 2012 in the EU to develop a European strategy for a better Internet for children
(European Commission, 2016), in order to foster their digital skills and provide a series of tools
to enable positive Internet use. This strategy proposes a series of actions that aim to achieve
the following goals:
- Stimulating the production of creative and educational online content for children, as
well as disseminating good online practices aimed at infant- and primary-level children.
- Carrying out training and awareness-raising activities aimed at fostering digital literacy
and online safety in all schools in the EU.
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- Creating a safe environment for children through age-appropriate privacy settings,
encouraging the wider use of parental controls and promoting age-rating and content
classification.
- Combating online child sexual abuse and materials related to child sexual exploitation.
At the European level, various research projects have been carried out in order to evaluate the
levels of digital skills of primary- and secondary-school pupils in European Union countries. In
this regard, we would highlight the EU Kids Online project. Its results related to Spain
emphasise the importance of online safety, as well as the strengths and weaknesses of Spanish
students in comparison with other European pupils. Students’ use of social networks is
highlighted, though a lower use of productivity tools in comparison to their European
counterparts is also observed (Casado, 2014).
Online risks vary in terms of their etiology, incidence and effects (INTECO, 2009), and it is
possible to distinguish passive risks that may affect minors due to their navigating of spaces
that they tend to access without adult supervision on the one hand from active risks relating to
the voluntary assumption of conflictive behaviours that may be harmful to them or to others
on the other(Del Río, Sádaba and Bringué, 2010).
Although Internet use may entail risks for the user, the ideal approach is prevention,
protection and guidance rather than prohibition. Therefore, below we propose a series of
behavioural indicators on the safe use of the Internet by minors aged between 12 and 14
years.
The guide is structured in seven parts: device security, online registrations and passwords,
Web browsing, email, social networks, instant messaging, and image management.

1) Device security
Nowadays, we are all inseparable from our mobile devices. These tools store large amounts of
important personal information, including contacts, messages and images. For this reason, we
have to take care of our devices and protect their use by adopting a series of
recommendations.
We can reduce situations of risk and unpleasant incidents if we take the following precautions
(OSI, 2016d):
- Install antivirus software. Malware and viruses do not exclusively affect computers;
they also attack devices such as smartphones and tablets. We should not install apps
if we are not sure who created them. Some apps appear to be interactive games but
are in fact designed to infect devices.
- Protect your mobile. By doing this, if you lose your device or if it is stolen, you will be
able to recover it or at least prevent third parties from accessing private information.
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- Take anti-fraud precautions. The increasing number of devices that we use to carry
out online transactions has led to a rise in the number of attempts to commit online
fraud; we must be constantly on our guard against this.
- Take care when connecting to public wifi and to other devices via Bluetooth
connections. If the network is not secure, someone could access your data.
- Use the manufacturer’s restrictions for your smartphone or tablet; they are intended
to keep the device secure. Do not change them if you are unsure of the
consequences of doing so.
- You can install applications from official online app stores that allow you to find out
about the security status of your devices.

Table 17. Device security (computer, tablet, smartphone)
Feature

Indicators of safe behaviour

Antivirus, anti-spy and firewall
software

Keeping security software up to date.

Mobile devices

Locking the screen using a password, pin, pattern, etc., to
prevent access by unauthorised individuals.

User account

Using a personalised user account (user name and
password) on shared devices.

2) Online registrations and passwords
All the actions and communications that we carry out online—communications, online
purchases, website visits, bank transfers and so on—leave a trace of our decisions. They relate
to personal information that is highly valuable—not only to us, but also to other people and
companies, or even to cybercriminals.
Personal data is defined as any information that identifies or permits the identification of a
specific physical person. Examples include names and surnames, national identity document
number, home address or telephone, mobile number, photographs and voice recordings.
Spain’s Office for the Safety of Internet Users (OSI, 2016b) offers the following advice for
preventing unauthorised use of our personal data:
-

-

Be careful with the information that you share. Once information has been published
online, it is out of your control and accessible by anyone who is connected to the
Internet in any part of the world.
Properly configure the privacy options for your social network profiles and control
access to what you make public.
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-

Take care when using devices on wifi that is open to public use. Do not access
personal data or make private transfers.
If any publicly available information about you is false, request that the
corresponding service remove it.
Use passwords for access to data and services, and learn to manage your passwords
appropriately.

Passwords are currently like keys: they permit or deny access to different services, meaning
that if someone obtains them, they can access our personal data and modify it, send
information in emails, or impersonate our identity on instant messaging applications or social
networks.
Advice for the appropriate management of passwords is as follows (OSI, 2016a):
-

-

Do not share your passwords with anyone. Once you have shared a password, it is no
longer secret, and others will be able to access your data.
Use robust passwords. They should have at least 8 characters and contain a
combination of upper- and lower-case letters and special characters. Set your
passwords in a way that allows you to remember them via a mnemonic system.
Do not use the same password for different services. Try to use different passwords
for your various applications or services.
Be careful with security questions. They should have answers that only you know, as
they are no longer safe if this is not the case.
Use password managers. These programs can be highly useful to us in dealing with
the problem of managing our various passwords, and they are fairly simple to set up
and run.

Table 18. Online registrations
Feature

Indicators of safe behaviour

Terms of use

Before registering on an online application or tool, reading the terms of
use to make sure that you know what you are accepting.

User names

Not relying on user names that offer clues as to name or age (e.g.,
manuel_gr; manuel_granados@gmail.com).

It is important to maintain control over our personal information and that of our parents,
teachers, friends and so on. We should not provide our personal data on websites, especially if
it is unclear whether or not they have proper security controls that employ validation and
password systems and whether or not they additionally use secure and encrypted connections.
Minors should only provide information that is strictly necessary when registering online, and
they must be supervised by an adult (for example, a parent or a teacher). They should not trust
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spaces that do not offer guarantees as to data protection or do not expressly state how
information will be used.

Table 19. Passwords
Feature

Indicators of safe behaviour

Personal and nontransferable

Only the minor and their parents will know the passwords that are in
use.

Secure

The individual’s password will contain alphanumeric characters, uppercase letters, lower-case letters and symbols; at least eight characters
will be used in total.

Change

Passwords will be changed from time to time.

3) Web browsing
The majority of users access information and communicate online via browsers, whether these
are run on PCs, laptops or mobile devices (tablets and smartphones). Currently, these latter
devices are the most frequently used for purposes of browsing the Web to search for
information, access entertainment spaces or culture, or use any other kind of online service.
Browsers are an essential tool for our online activity, meaning they need to be intuitive, user
friendly and constantly updated. Various browsers such as Chrome, Internet Explorer, Edge,
Firefox, Safari and Opera are now well known by the majority of Internet users.
Browsers can offer a broader range of functionality or operations if additional plug-ins or
programs are installed. They enable searches, information management and access to various
types of files, including audio, video, fixed text (such as PDF files) and adapted text (such as
epub files). Browsers can even store the passwords that we use to access different websites or
services.
All of these functions are very important, but there are also risks in accessing information on
certain websites that may install (Trojan) programs on our browser and thereby monitor our
browsing patterns and access our personal data. A series of precautions must therefore be
taken to ensure appropriate browsing.
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Table 20. Web browsing
Feature

Indicators of safe behaviour

Permitted websites

Browsing on age-appropriate websites.

Spam

Knowing how to avoid it.
Activating the browser’s pop-up blocker.

Misleading advertising

Not being led astray by the misleading advertising that appears
on many websites.

Downloading files, programs,
games, videos, etc.

Only downloading from trusted websites to avoid undesirable
programs or malware.
When wishing to download a file, program, game or video,
consulting with adults in order to do so from a trusted website.

P2P networks

Being aware that on this type of download site, the name of a file
does not guarantee its content.
Not installing or sharing pirated programs, because these could
result in legal problems.

Forums

Being respectful.
Not responding to provocation.
Not disclosing personal data.

Online gaming

Not disclosing personal information during in-game chat.
Not agreeing to meet with gamers whom the individual does not
know.
Keeping to a time limit for playing time.
Keeping games updated with the latest security patches.

Logging out

Logging out at the end of a session whenever a user name and
password has to be provided, particularly when logged in through
a device that does not belong to the user.
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4) Email
Email has always been one of the Internet’s most useful tools, and it is the second-most used
online tool (after browsers). Over time, programs and access methods have changed, with a
shift from desktop programs to cloud applications.
Email enables communication with people from any part of the world, and with the ability to
attach files, it represents an essential tool for communication and information exchange.
However, users can use email inappropriately. For example, email is commonly used to spread
hoax messages made up of massive chains of emails. In the majority of cases, this simply
consists of sending a large number of messages and flooding the recipients with information,
since they will have to read all the messages to discover their content. A variation consists of
attaching files to messages that may infect recipients with a virus, a Trojan program or
spyware.
Any of these files will affect the performance of the computers or mobile devices that we are
using, and our personal data may be compromised (a typical virus consists of redirecting
information without consent to all our email contacts). Messages can also be received with
links to websites that contain viruses or pages created to collect personal data from recipients,
or to fraudulent websites that impersonate official ones.
The procedure for hoaxes is usually straightforward. News that provokes a personal response
is disseminated (for example, appeals in response to disasters), or fake news is spread (for
example, false stories on carcinogenic radiation from TV, microwaves or refrigerators).
Alternatively, the information may concern news that has previously given rise to rumours, or
it may raise doubts regarding information released by other people (such as information
concerning the statements made by a politician in Congress).
The Spanish Ministry for the Interior offers the following advice on the use of email:
• Do not open email from unknown sources, but rather immediately delete it.
• Do not open any attached file that is sent with suggestive messages.
• Take necessary measures when one is offered substantial “gifts” on the condition
that one calls premium-rate phone number to collect them.
• Do not provide one’s email address with “too much” readiness.
• Keep an antivirus program active at all times.
• Visit specialist IT security pages.
• Send encrypted messages in order to ensure the secure transmission of one’s data.
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Table 21. Email
Feature

Indicators of safe behaviour

Email addresses

Using more than one email address: a personal one, and another separate
one to register on websites, enter competitions, play online games and so
on.
Not readily providing one’s address.
Only one’s email address to family members and trusted friends.
Not disclosing the email addresses of friends without their permission.

Spam filter

Being aware of how to activate the anti-spam option offered by one’s email
provider.

Spam and unsolicited
files

Rejecting spam and unexpected files.
Never clicking on the link in an unsolicited email, even if it seems
interesting.
Upon receiving a file from an acquaintance that one was not expecting, not
opening it or sending it to other people without first asking the person what
it relates to.

5) Social networks
Social networks have become a widespread phenomenon among adolescents and children
from all countries. Spain in particular is one of the European countries with the highest rates of
social network use.
Many social networks have been created based on different interests and aims. In general,
these networks enable people to interact with their friends and get to know other people
easily, and they tend to encourage the exchange of personal data.
Another important factor concerning the use of social networks in Spain is that they are
prohibited for those under 14 years of age, with parents being responsible for their children’s
actions on social networks.
Social networks can be of great help in socialising minors, and they can therefore use them
once they have reached 14 years of age. Just as in real life, parents should be aware of their
children’s virtual friends and of the profiles of people whom their children add as friends and
with whom they will be sharing their personal data, because this information can on occasion
be used to the detriment of users.
Another danger of social networks is that they provide a fertile environment for spreading
viruses, fraud and abuse (cyberbullying), and they can facilitate inappropriate behaviour by
users. Parents need to ensure that their children know how to behave responsibly on social
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networks, which entails: engaging in critical analysis of the information that they consume;
verifying the information that they exchange; properly managing their privacy and that of the
members of their network; and being polite and treating others with respect. Moreover, they
should display caution when entering into contact with strangers and be aware of the
mechanisms for safely using social networks, such as configuring privacy options correctly and
reporting inappropriate content and profiles (INTECO, n.d.b).

Table 22. Social networks
Feature

Indicators of safe behaviour

Age

Knowing the minimum age required for participation in a social network.
Being old enough to be able to register.
Not using false ages or dates of birth.
If the minor is not old enough, the parents will create and share a profile
for them.

Netiquette (guidelines for
online behaviour)

Respecting others and demanding respect.
Displaying good manners. Not engaging in insults or humiliation.
Treating others as one would wish to be treated by them.
Taking into account that the Internet can be used to harm people and
respecting their privacy and feelings.
Not forwarding inappropriate material.
Informing adults (for example, parents or teachers) about or reporting any
inappropriate material received.
Thinking carefully before criticising someone.

Language

Using appropriate language at all times.
Not using capital letters and being aware that using these is interpreted
as shouting.
Avoiding misunderstandings, and using emoticons to indicate the tone of
the message (for example, joking, serious or angry).

Privacy

Not disclosing personal data (address, mobile) relating to oneself or to
one’s family.
Only sharing photos and videos with family members and a circle of close
friends.
Being clear about who one’s friends are. Not engaging with strangers.
Not responding to requests for telephone number, name, school and so
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on, and instead informing one’s parents about the request.
Webcam

Avoiding use of them and deactivating them.
Covering them up with tape to prevent malicious remote-controlled use of
them.
Only using them with people who one trusts completely.
Not doing anything in front of them that one would not do in public.

Like in real life

Behaving in the same way as one would in real life and using common
sense at all times.

Bullying

If feeling bullied at any time, telling a trusted adult (for example, a family
member or teacher).

Friends

Having the same friends as in real life.
Knowing that people whom one has met online and has spent a long time
interacting with are not real friends, even if they seem like friends and
regardless of what they may say.
Not agreeing to meet such people, or only doing so with the agreement of
parents or while accompanied by a trusted adult.

Some general principles on etiquette and its relationship with social norms:
- Do not use capital letters in your messages. They denote shouting, meaning that they
are not the best way to establish a dialogue.
- Think before writing opinions and comments, as you would in real life. We can
express our opinions in many ways, making sure not to insult or upset others. The
recipients are other people, not robots without feelings.
- Each online service or application has its own rules of use; communication via email
is not the same as communication via electronic messaging. The rules that operate
on a given social network are not necessarily applicable to messages on a blog, for
example. It is essential to keep the context in mind when communicating; we must
therefore know and be informed of the rules of use, prohibitions and limitations of
different services in order to make proper use of them.
- We are not the centre of the Internet. We must ask for things respectfully and
politely, and be patient. The immediacy of online communications is a great
advantage, but it can also be a major drawback at times.
- Respect the rhythms of real life: if we wouldn’t call a colleague or classmate at two in
the morning, nor should we send them WhatsApp or Snapchat messages at that
time. We can send them the following day when we wake up.
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6) Instant messaging
Instant messaging has is now widely used by young people. It has become one of the main
ways for them to contact their friends, family members and acquaintances from all over the
world (OSI, 2016c).
There are two great threats in the use of these applications. First, certain adults may conceal
their true identities and attempt to win the trust of minors in order to deceive them, obtain
information about their family, or even monitor their equipment via Trojan programs or
viruses. Second, users may be taken to websites with content that is inappropriate for children
through links to such sites.
It is essential to monitor the privacy options that these tools provide when using them. At the
moment, the most widespread tools are WhatsApp (OSI safety, 2016b) and Snapchat (OSI
safety, 2016a).
Parents can review their child’s network of contacts, and if they observe unknown names, they
can request information and data regarding this person from their children. They can
encourage their children to communicate with their contacts from real life whom the parents
know.
Advice on the use of chat or instant messaging tools (INTECO, n.d.a):
• Do not disclose personal data.
• Do not accept files from unknown individuals.
• When you accept files from friends or family members, use an up-to-date antivirus
program before opening them.
• Do not use pages that tell you who has blocked you by asking for your user name and
password. They are fake services that steal your data and use it to attempt to trick
your contacts by passing themselves off as you.
• When you finish using instant messaging, it is essential to log out.
• Be very careful with the links that you click on. There are viruses that send messages
to contacts with false links. The message will appear to be from your friend, but the
link can take you to pages that will infect your computer.
• You should not meet up with people whom you have met in a chatroom or on instant
messaging. People can pass themselves off as someone else in order to trick you. If
you meet up with someone, do not go alone, and meet in a place where there are
other people.
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Table 23. Instant messaging
Feature

Indicators of safe behaviour

Sensitive material

Not sending credit card numbers, passwords, PINs, etc., or any material
with sexual content.

Respect

Being responsible and respectful with regard to the content that one
creates.

Sending messages

Avoiding acting in a hurry, and confirming that the recipient is the person
who is supposed to receive the message.

Communication

Avoiding misunderstandings, and using emoticons to indicate the tone of
the message (for example, joking, serious or angry).
Not using capital letters based on an awareness that they are interpreted
as shouting.

Hoaxes

Not unconditionally believing messages sent by a contact, even if it is a
trusted one; verifying information.

7) Image management
Sharing third-party images or videos with other people without the authorisation of the third
party can be unlawful and amount to committing a civil, administrative or even criminal
offence (Arias et al., 2015).
In some cases, students have a personal website or blog that they may have learned to create
in school, and they may use it for academic ends or for other purposes. It is important for
young people to bear in mind that they are responsible for all the information that they
publish on their blogs, whether it takes the form of text, images, videos, or even comments
from other people.
We cannot use images without obtaining their owners’ permission to publish them on our
websites or photo (for example, Flickr) or video (for example, YouTube or Vimeo) sites, and we
may encounter problems if these files are offensive to others, as they may make a complaint
to authorities such as the police.
We need to teach children sensitivity and respect of a kind that may be summed up with the
maxim “Do unto others as you would have them do unto you” from a young age. It is not
acceptable to make jokes that other people’s feelings, as doing so may end badly or even
result in situations of cyberbullying. In these cases, the law will act against both children (as
minors) and parents (who are responsible for their children).
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Table 24. Image management
Feature

Indicators of safe behaviour

Personal photo on someone else’s On discovering personal photos on someone else’s profile,
profile
reporting it to an adult if the content seems to be inappropriate.
Knowing that an individual’s photo is an element of their personal
data and that how it should be used is that individual’s choice.
Identity theft

Not creating a profile using a friend’s photo. Pretending to be
someone else can have legal consequences.

Photos with permission

Not publishing someone’s photo without their permission.
If permission is granted to publish photos, not including other
personal data (name, address, telephone, etc.).

Online photos last forever

Not uploading or posting provocative photos, because one never
knows what the consequences of doing so may be.

Copyright

Knowing that much online material is protected by copyright and
must be respected as such.
Reading the rules before using the content that one comes
across.

Some final recommendations for safe use of the Internet
We believe that the recommendations put forward by the Pantallas Amigas initiative (2012) on
safe use of the Internet are very practical:
1. Don’t disclose personal data: This includes both your personal information and that of
your family. Do not give out names, addresses, telephone numbers or school details.
Don’t provide any photos or videos.
2. Use more than one email address. Maintain a personal address and another different
one to register on websites or take part in competitions.
3. Reject spam and unsolicited files. Don’t click on links that you receive in emails and
that you didn’t request, even if they look interesting. If you receive an unsolicited file
from someone whom you know, don’t open it or send it to others without first asking
what it’s about.
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4. Don’t freely give out your email address; only give it to family members and trusted
friends. Don’t give out your friends’ email addresses without their permission.
5. Keep your passwords secret. Don’t give your password to anyone—not even your
friends. Change passwords from time to time.
6. If you are being harassed, ask for help. If offensive language or unpleasant things are
directed at you, go offline and tell your parents so that they can take appropriate
measures.
7. Don’t believe great deals or free gifts. If you are offered gifts or anything that appears
to be a great offer, you shouldn’t trust it; talk to your family first.
8. Always trust your mother and father. If someone tells you that you shouldn’t talk to
your parents or tell them about something, that person is not your friend.
9. Bear in mind that someone whom you don’t know is not your friend. Don’t get
confused: even if you’ve been communicating with someone online for a while,
whatever they say and however it seems, you don’t have a real friendship with them.
10. Never meet up with someone for the first time on your own. If you have got to know
someone online, whoever it is, don’t meet up with them unless you are with your
mother or father.

9.1.2. Bullying game
1) Bullying characteristics
The word ‘bullying’ has been commonly used in English speaking countries. The World Health
Organization (2002) recognizes bullying behaviour as the intentional use of physical and
psychological force or power, threatened or actual, against oneself, another person, or against
a group or community that either results in or has a high likelihood of resulting in injury, death,
psychological harm, mal-development, or deprivation. Bullying has been operationalized in
many ways, and how it is conceptualized varies by researchers (Espelage & Swearer, 2003) and
by countries (Smorti, Menesini, & Smith, 2003). In any culture, the issue of definition is central
for accurate statistics on the incidence of bullying; the study of developmental changes in
perceptions of bullying on the part of children, adolescents and adults; the evaluation of the
effectiveness of different interventions to combat it; and clarification of individual rights and
legal responsibilities (Ananiadou & Smith, 2002). The researchers found that definition of
bulling differ in Italy, Spain, Portugal, England, and Japan and when one tries to translate
‘bullying’ from English to other languages, there is no single word that captures the exact,
precise meaning.
Daniel Olweus, a pioneering researcher on bullying and peer victimization in Norway, originally
coined the term ‘bullying’. In 1990, Olweus provided a framework for the most widespread
contemporary definition of bullying. Over the past two decades, the concept of bullying has
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evolved with research. Olweus identifies a bully as someone who directly (e.g., pushing,
shoving, hitting, kicking, or restraining another) or indirectly (e.g., teasing, taunting,
threatening, calling names, or spreading a rumour) causes, or attempts to cause fear,
discomfort, or injury upon another person (Olweus, 1993, p. 9).
According to Olweus bullying is characterized by three criteria: intentional aggression,
repetition, and a power imbalance. Bullying is aggressive behaviour or intentional ‘harm doing’
which is carried out repeatedly and over time in an interpersonal relationship characterized by
an imbalance of power. These three components remain a part of the definition of bullying
and they have been widely used to measure the bullying. Some investigators suggesting that
there are additional components: bullying is unprovoked by the victim, and bullying occurs
within social groups when other peers are present and negative actions can be carried out by
physical contact, by words, or in other ways, such as making faces or mean gestures, and
intentional exclusion from a group (Griffin & Gross, 2004).
Although research has provided unique perspectives about bullying and improved
understandings of the nature of this form of violence, significant inconsistencies remain with
respect to bullying definitions and measurement strategies currently used in studies (VivoloKantor, Martell, Holland, & Westby, 2014).
Bullying and aggressive behaviours are usually categorized as reactive (“a defence reaction to a
perceived threatening stimulus and is accompanied by some visible form of anger”; Price &
Dodge, 1989, p. 456), proactive (“unprovoked aversive means of influencing or coercing
another person and is more goal directed than reactive aggression”; Price & Dodge, 1989, p.
456), overt (confrontational behaviour directed towards another individual or a group of
individuals; Griffin & Gross, 2004), and relational (a type of behaviour that involves excluding
someone from a social group, spreading rumours, keeping secrets, or humiliating someone in a
social setting; Griffin & Gross, 2004).
Bullying can take the form of direct bullying, which includes physical and verbal acts of
aggression such as hitting, stealing or name calling, or indirect bullying, which is characterised
by social exclusion (e.g, you cannot play with us, you are not invited, etc) and rumour
spreading (Wolke & Lereya, 2015). New typology of bullying is called punking (Phillips, 2007).
Punking refers to a practice involving verbal and physical violence, humiliation, and shaming in
public, which is perpetrated against a particular male student(s) by another male student(s).
This term is synonymous with bullying and is used most commonly among high school boys
(Hong & Espelage, 2012).
Researchers on bullying incorporate both direct modes of bullying (e.g., fighting) and indirect
modes (e.g., rumour spreading), distinguishing between types (e.g., physical, verbal, and
relational), and distinguishing similar and sometimes overlapping constructs, such as peer
victimization and peer aggression (Olweus, 1993). Wolke and Lereya (2015) highlighted the
main characteristics of direct and relational bullying. Direct bullying refers to harming others
by directly getting at them. It is done by one or a group of pupils repeatedly against some
children at school. These children are threatened or blackmailed or have their things stolen;
insulted or get called nasty names; have nasty tricks played on them/are subject to ridicule;
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hit, shoved around or beaten up. Relational bullying refers to damage relationships between
friends and destroy status in groups to hurt or upset someone. Some children at school could
be left out of get-togethers, parties, trips or groups; have others ignore them, not wanting to
be their friend anymore, or not wanting them around in their group; have nasty lies, rumours
or stories told about them.
Most recently, bullying has been adapted to include “cyber-bullying,” a form of internet and
electronic harassment (Tokunaga, 2010). Cyber bullying or bullying through electronic
technology (e.g. cell phones, computers, online/social media), can include offensive text
messages or e-mails, rumours or embarrassing photos posted on social networking sites, or
fake online profiles (Bhat, 2008). It's main characteristic is that is an intentional act to hurt,
socially isolate or cause distress to a victim, which may occur repeatedly, or result in repeated
harm by continued exposure (Kiriakidis & Kavoura, 2010; Tokunaga, 2010). Pearce, Cross,
Monks, Waters, and Falconer (2011) stressed anonymous nature of the problem, greater
breadth of audience, the lack of authority in cyberspace, and 24-h access to technology as the
special characteristics of cyberbullying.
Studies have established four groups involved in bullying: bullies, victims, bully-victims and
bystanders (Padget & Notar, 2013). Bully is a person that generally holds a form of power over
the victim in a permissive environment and show purposefully aggressive behaviour that is
used repeatedly, with the intent to cause some form of harm. Bullies want the power over
others because deep inside they feel powerless and inadequate. Bullying could be a result of
boredom or having no sense of direction. Victim of bullying is a student exhibiting negative
attitudes and beliefs about themselves and others, with low social competence, inadequate
social problem-solving skills, poor academic achievement, and not only rejected and isolated
by peers but also negatively influenced by the peers with whom he or she interacts. A bullyvictim is one who engages in aggressive behaviours and is also a victim of aggression.
Swearer and Hymel (2015) in their review article cited that most students (73% and 75%,
respectively) showed low levels of bullying and victimization over time (low/uninvolved
students), and 11% showed trajectories that would identify them as bullies. Another 10% and
3% of students, respectively, would be classified as victims and 2% as bully-victims. However,
6% and 3% of students, respectively, showed a pattern of declining victimization and increased
bullying over time (victim to bully subgroup), a trajectory that was more likely than one in
which bullies are increasingly victimized.
According to Wolke and Lereya, (2015) one in three children reports having been bullied at
some point in their lives, and 10–14% experience chronic bullying lasting for more than 6
months. Between 2% and 5% are bullies and a similar number are bully/victims in
childhood/adolescence. Rates of cyberbullying are substantially lower at around 4.5% for
victims and 2.8% for perpetrators (bullies and bully/victims), with up to 90% of the cyberbullying victims also being traditionally (face to face) bullied. Being bullied by peers is the most
frequent form of abuse encountered by children, much higher than abuse by parents or other
adult perpetrators.
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Most prevalence studies on cyberbullying have been conducted among teenagers, overall
showing a peak in prevalence among 12-15 year olds (Tokunaga, 2010). Modecki, Minchin,
Harbaugh, Guerra, and Runions (2014) in their meta-analysis across 80 studies summarized
prevalence rates and report 15% for cyberbullying victimization and 16% for cyberbullying
perpetration. These rates could be even higher as cyberbullying is often underreported by
victims, because of fear of losing Internet privileges, shame or perceived lack of self-reliance
(Hinduja & Patchin, 2012).
Studies confirm that bullying tends to increase somewhat during childhood, peak during early
adolescence, and decline slightly during the late adolescent years (Nansel et al., 2001). A
downward trend in victimization has also been found as older children often bully younger
children (Olweus, 1994). These findings suggest importance of prevention programs during
elementary and middle school years.
Bullying usually occurs at school (in the classroom, the playground, canteen, toilets, lockers,
sporting facilities, change rooms, isolating corridors, school camp); outside school (travelling to
and from school, at after-school care programmes, playgrounds, shopping centres, coffee
bars/discos), or in cyberspace (text messages, emails, Internet chat rooms and websites,
bulletin boards, digital photographs, social networks).
Studies emphasize main effects of gender for distinct types of bullying. Boys engage in more
physical aggression and bullying than girls from an early age (Olweus, 1993) while girls tend to
be higher in indirect verbal behaviours such as spreading rumours and gossip or social
exclusion. Boys and girls bully equally and both can be targets. Boys bully boys and girls. Girls
usually bully other girls, but can also bully boys. Boys often use bullying tactics to make a
reputation and girls often do so to protect their reputation. Boys tend to be hunters who
belong to large, hierarchical tribes. They typically bully openly and prefer physical bullying.
They focus upon individual achievement and action, supported by their physical ability. They
are less interested in teasing, exclusion and indirect bullying. Girls tend to be gatherers who
socialize in smaller, intimate friendship groups. They typically prefer teasing or indirect, less
physical bulling. They use verbal denigration, malicious gossip and exclusion s powerful
weapons to manage, manipulate and protect their small group friendships. Girls tend to be
passive-aggressive, while boys tend to be “macho” or aggressive. While males deny bulling,
females hope others will intuitively sense it. Across all ages, both boys and girls mentioned
‘‘fun’’ as an important motivator for bullying, even when bullying turned into more serious
fighting among older youth (Guerra, Williams, & Sadek, 2011).

Characteristics of bystander
The term ‘bystander’ refers to a viewer, observer, witness, and passerby (Twemlow, Fonagy, &
Sacco, 2004). Studies (e.g., Smith, 2004) suggest that most youth are neither ‘pure bullies’ nor
‘pure victims. When bullying occurs in school, some students are directly involved while others
witness the incident (Atlas & Pepler, 1998). Bystanders are individuals who are neither victims
nor perpetrators of bullying. As bullying almost always occurs in front of other students,
bystanders represent the largest group (Heinrichs, 2003). The bystander could accept or even
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participate in some kind of bullying by giving bullies a sense of power or they may try to stop
the bully and take up for the target. Bystander is someone who is uninvolved,
nonbully/nonvictims peer onlookers, who treat victims of bullying based on their status within
the population. These individuals are facilitators of the bully (Obermann, 2011).
Bystanders play multiple roles in bullying situations. Bystanders are characterized as standing
around and watching fights without helping the victim. They could enjoy watching fights, often
encouraging the bully. They also help the bully by warning them if an adult is coming. On the
contrary, some bystanders sympathize with the victim and disapprove of bullying (Gini, Pozoli,
Borghi, & Franzoni, 2008). Bystanders can provide positive reinforcement or punishment to
the bully, and thus respectively sustain or end the bullying cycle. Reporting to adults,
defending or comforting the victim, challenges the bully’s power and results in punishment for
the bully’s actions (Salmivalli, Kärna, & Poskiparta, 2010).
Coloroso (2005) found that though they play the least active role, bystanders are a critical
element in bullying. The bystanders have become allies to the point of magnifying the
supposed negative attributes of the target. There are four reasons why bystanders not take a
stand against bullying: fear of getting hurt, fear of becoming a new target for the bully, fear of
making the situation worse, and simply not knowing what to do. These four reasons can be
starting points for convincing bystanders to accept responsibility for recognizing bullying,
refusing to be part of it, responding effectively, and reporting it to proper authorities.
Bystander behaviour varied across four conditions: active, passive, complicit, and control-no
bullying. How bystanders behave depends on their bystander status: (a) outsiders, who did not
experience bullying among their peers; (b) defenders, who were likely to help the victims in
bullying episodes; (c) guilty bystanders, who did nothing to help bullied peers but felt guilty
about it; and (d) unconcerned bystanders, who witnessed peers being bullied, without feeling
responsible (Padget & Notar, 2013). Bystanders' behaviours in bullying situations moderate the
effects of individual and interpersonal risk factors for victimization. Influencing these
behaviours might be an effective way to protect vulnerable children from victimization.
In terms of age, children's negative attitudes towards bullying decrease as they get older.
However, older children are also more likely to support the victims than younger children. In
terms of gender, girls are more likely to be empathic and supportive of the victims, while boys
believe that victims ‘deserved what happened to them’ (Rigby, 1997).
Most bystanders would like to intervene; at least 80% of peers find bullying and name-calling
unpleasant to witness but admire those who intervene. However, a gap exists between their
attitudes toward name-calling and their behaviour. According to Jeffrey (2004) peers present
in 85% of bullying episodes intervened in only 10% of them.
Adolescents are typically most often confronted with cyberbullying as bystanders and not
necessarily as bullies or victims. Due to the specificity of electronic media, such as connectivity,
visibility, social feedback, persistence, and accessibility (Fox & Moreland, 2015), the nature of
bystander behaviour in cyberbullying differs from that in traditional bullying. Without visible
social cues bystanders are not able to see the harm the victim experiences or provide nonverbal feedback to a bully as in traditional bullying. This could reduce the likelihood of positive
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bystander behaviour in cyberbullying (Obermaier, Fawzi, & Koch, 2014). As perpetrators of
cyberbullying are driven by interpersonal motives and peer feedback on their social status,
bystander interventions in cyberbullying may be important.
Positive bystander behaviour in cyberbullying among adolescents may effectively mitigate
cyberbullying and its harm for the victim. According to study of DeSmet et al., (2016) strongest
individual predictors of positive bystander behaviour were a positive intention, and friendship
with the victim. Intention for positive bystander behaviour was most predicted by positive
outcome expectations of their actions for the victim. Negative bystander behaviour was most
predicted by intentions for negative behaviour, and moral disengagement attitudes. Intentions
to act as a negative bystander were most predicted by positive attitudes towards passive
bystanding and a lack of skills (social, empathic, coping).

Correlates of bullying and victimization
According to Guerra et al. (2011) relatively few studies examine common correlates of bullying
and victimization that can be targeted by universal interventions. One of the common
predictor of victimization is low self-esteem. Typical victim of peer bullying is a non-assertive
social isolate with low self-esteem who is an easy target and does not stand up to bullies
(Nation, Vieno, Perkins, & Santinello, 2008). On the other hand, high self-esteem has been
shown to protect from victimization (Egan & Perry, 1998). Bullies (and targets) of both sexes
usually have poorly developed assertive communication skills.
Strongest predictor of an increase in bullying behaviour is increase in normative beliefs
supporting bullying. Bullying is related to getting or maintaining power, and victimization is
related to vulnerability, weakness, and being different across all ages. The exclusion of children
who are different suggests a possible connection between diversity training and bullying
prevention; that is, encouraging children to accept those who are different may have a positive
impact on antibullying efforts.
Children who were victims of bullying have been consistently found to be at higher risk for
internalizing and externalizing psychological problems: e.g. common somatic problems such as
colds, or psychosomatic problems such as headaches, stomach aches or sleeping problems,
and are more likely to take up smoking (Gini & Pozzoli, 2009). Being bullied by peers
(victimization) has been linked with poor physical health, poor school adjustment, including
being unhappy, feeling unsafe, being truant, performing poorly and, in some cases, dropping
out of school. Victims have also been reported to more often develop internalising problems
and anxiety disorder or depression disorder (Zwierzynska, Wolke, & Lereya, 2013) but also
combined with externalizing difficulties.
Bullies and bully/victims are quite different. Bullies are often highly competent manipulators
and ringleaders, while bully/victims are described as impulsive and poor in regulating their
emotions (Juvonen, Graham, & Schuster, 2003). The studies that distinguished between
victims and bully/victims showed that usually bully/victims had a slightly higher risk for
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anxiety, depression, psychotic experiences, suicide attempts and poor general health than
pure victims (Copeland, Wolke, Angold, & Costello, 2013).
Cyberbullying victimization is related to diverse psychosocial, physical and mental health
problems, such as stress, suicidal ideation, depression, anxiety, loneliness, substance abuse,
lower life satisfaction and self-esteem, somatic problems and lower academic achievement
(Kowalski, Giumetti, Schroeder, & Lattaner, 2014).

2) Bullying intervention
Present literature on bullying intervention tries to detect effective programs capable to
decrease the prevalence of the bullying behaviour and its consequences. Recent meta-analyses
of past anti-bullying interventions have suggested that, although there is some notable
variability across nations and types of programs, anti-bullying campaigns have had modest
success (Yeager, Fong, Yeon Lee, & Espelage, 2015). In their meta-analysis on the efficacy of
different school-based anti-bullying programs, Ttofi and Farrington (2011) found that the
programs reduced bullying of about 20–23% and victimization of 17–20%. Another recent
systematic review (Evans, Fraser, & Cotter, 2014) reported that up to 45% of the studies
showed no program effects on bullying perpetration and about 30% showed no program
effects on victimization.
Ttofi and Farrington (2011) identified program elements and intervention components that
were associated with a decrease in bullying and victimization. Programs that are more
intensive were more effective, as were programs including parent meetings, firm disciplinary
methods, and improved playground supervision. Work with peers was associated with an
increase in victimization. Work with peers referred to the formal engagement of peers in
tackling bullying (peer mediation, peer mentoring, and encouraging bystander intervention to
prevent bullying).
However, when considering the data on the effectiveness of prevention programs, it is
important to take into account the results of meta-analysis by Yeager et al. (2015). They found
declines in efficacy of anti-bullying programs among older adolescents (8th grade and above)
and connected this decline with developmental changes in the manifestation of bullying, the
underlying causes of bullying and the efficacy of domain-general behaviour tactics.
Among different approaches to intervention (e.g. curriculum, school policies, teachers'
interventions, peer mediation, peer education etc.), information and communication
technologies can be suitable tools and contexts for intervention with children and adolescents
promoting their emotional, psychological and social wellbeing (Nocentini et al., 2015).
Recently, in the field of bullying and cyberbullying prevention, some programs started to be
implemented using the benefits offered by the virtual environments. A systematic review on
anti-bullying ICT-mediated intervention (Nocentini et al., 2015) yielded 13 intervention
programs with the data about the evidence of their effectiveness. These programs are
FearNot!, SMART Talk, Mii-School, Quest Golden Rule, NoTrap!, KiVa, Online
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Pestkoppenstoppen, Friedly Attac, WebQest, The Labyrinth, Empathic virtual buddy, Virtual
environment and MISAAC. Half of the interventions (FearNot!, SMART Talk, Mii-School, Quest
Golden Rule, NoTrap!, KiVa) are designed and aimed to prevent bullying and two of them,
NoTrap! and KiVa, have been created with the specific goal to intervene at the same time on
bullying and cyberbullying. On the contrary, the others (The Labyrinth, Friendly Attac, Virtual
Enviroments, Online Pestkoppenstoppen, Emphatic Virtual Buddy, WebQuest and MISAAC) are
just focused on cyberbullying (Nocentini et al., 2015).
Nocentini et al., (2015) said that some of the interventions could be viewed as standardized
program (they have been piloted and then tested with different samples), and some as one
spot intervention (they represent a unique intervention conducted once or they represent
interventions which need further development or applications). Further, they highlighted that
the 13 interventions are aimed to modify the following features of the experience:

-

-

-

Affective states: all the programs using serious game (Fearnot!, SMART-Talk,
MiiShool, Quest Golden Rule, KiVa, The Labyrinth, and Friendly Attac), virtual
reality and online counseling (Online Pestkoppenstoppen and Emphatic
Virtual Buddy)
Engagement and self-actualizing experiences: all the programs using serious
game (Fearnot!, SMART-Talk, MiiShool, Quest Golden Rule, KiVa, The
Labyrinth, and Friendly Attac), virtual reality (SL), social networks and online
activities (NoTrap! and WebQuest)
Social connectedness between individuals: all the programs using serious
game (Fearnot!, SMART-Talk, MiiShool, Quest Golden Rule, KiVa, The
Labyrinth, and Friendly Attac), virtual reality (SL), and social networks
(NoTrap!).

Nocentini et al. (2015) defined that a program presented some evidence of effectiveness when
it showed significant improvements in at least one study through an experimental design with
a randomized control trial (pre-test and post-test and two groups, experimental and control)
or a quasi-experimental design (pre-test and post-test and two groups, but no randomized
control trial). In relation to the evaluation of effectiveness, they concluded that only four
programs showed some evidence of effectiveness in reducing bullying and cyberbullying:
FearNot!, SMART Talk, NoTrap! and KiVa. Quest for the Golden Rule, WebQuest and The
Labyrinth only included the experimental group in the evaluation and not the control
condition: thus, their findings cannot be considered valid in demonstrating that the
improvement is caused by the intervention. Empathic Virtual Buddy did not consider a
longitudinal design. All the other interventions (Mii-School,Virtual Environment (SL) and
MISAAC) only presented some descriptive information about the degree of satisfaction.
Based on results of systematic review of Nocentini et al. (2015), intervention programs using
serious games as ICT tool as well as data about their effectiveness will be briefly described in
the next section.

H2020-ICT-2016-2017/H2020-ICT-2016-1·

115

e-Confidence Project nr: 732420 Page

FearNot! (Fun with Empathic Agents to achieve Novel Outcomes in Teaching) (Paiva et al.,
2004), is a learning intervention aimed to help victims to escape victimization, and to reduce
overall bullying and victimization. The program was designed to improve the problem solving
skills of current or potential victims of bullying by helping students to generate and evaluate a
wide range of responses to bullying in a safe environment. The effectiveness of the program
has been tested in different studies with consistent samples (RCT) of children in primary
schools of the UK and Germany (Sapouna et al., 2010; Vannini et al., 2010). Results showed a
short-term effect on escaping victimization for a priori identified victims (victims in the
intervention group were more likely to escape victimization at the first follow-up compared
with victims in the control group) and a short-term overall prevention effect for UK children.
Besides, FearNot! helped non-involved children to become defenders in the German subsample.
SMART Talk (Students Managing Anger and Resolution Together) is a computer-based
multimedia program aimed to teach adolescents how to solve interpersonal problems without
violence (Bosworth, Espelage, DuBay, Dahlberg, & Daytner, 1996). SMART Talk has three major
components: Anger Management, Perspective Taking, and Dispute Resolution. Evidence of
effectiveness has been showed through a RCT: the intervention was successful in diminishing
students' beliefs supporting violence and increasing their intentions to use nonviolent
strategies (Bosworth, Espelage, Dubay, Daytner, & Karageorge, 2000).
Mii-School is a Virtual Reality Simulator aimed to early evaluate the presence of different risk
behaviours such as bullying, substance use, and peer relational problems (Carmona, Espínola,
Cangas, & Iribarne, 2010). No evidence of effectiveness has been showed for this program.
QUEST for the Golden Rule is an anti-bullying prevention and intervention program composed
by a web-based game, guides for teachers on software use, targeted curricula and follow-up
activities (Rubin-Vaughan, Pepler, Brown, & Craig, 2011). Students learn and practice social
skills and try out different strategies to cope with bullying. Evidence of effectiveness was not
showed given that the study was conducted without any control group condition. However,
comparing pre-test and post-test conditions in the experimental group, authors showed that
children's knowledge of bullying and their identification of strategies to prevent bullying
improved significantly (Rubin-Vaughan et al. 2011).
The KiVa program is an anti-bullying prevention and intervention program. It involves universal
actions targeted at all students, and actions targeted at students involved in a bullying
episode. KiVa universal actions include a series of student lessons given by classroom teachers
and computer games. The main aims of the student lessons are to raise awareness of the role
bystanders play in the bullying process, to increase empathic understanding of the victim, and
to provide safe strategies to support and defend the victims (Salmivalli, Kärnä, & Poskiparta,
2011). The effects of KiVa anti-bullying program as a whole have been evaluated in several
studies based on a large randomized controlled trial (Kärnä et al., 2013) and on the nationwide
roll-out of the program (Kärnä et al., 2011). The findings showed that KiVa significantly
reduced both victimization and bullying, and it has secondary effects on psychological
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symptoms and school climate. No evidence of effectiveness related to the specific component
of KiVa game has been reported.
“Friendly ATTAC” (ATTAC = Adaptive Technological Tools Against Cyberbullying) is an interdisciplinary project aimed to investigate how ICT-related tools can be effectively used in health
interventions with regard to cyberbullying amongst youngsters (Van Broeckhoven & De Troyer,
2013; Van Cleemput, Vandebosch, Poels, Bastiaensens, DeSmet, & De Bourdeaudhuij, 2015).
The game is still in an early phase of development and there is no evidence of effectiveness.
Based on their results on systematic review on anti-bullying ICT-mediated intervention,
Nocentini et al. (2015) concluded that an anti-bullying program should include: 1)
interventions for the already known victims and bullies: this action can be delivered through
the online counselling in order to support and empower the victim, and to make the bully
aware of his/her own responsibility; 2) preventive actions for all the children and adolescents:
this action can be delivered through serious games, virtual reality scenarios, and online
activities. These actions are aimed to raise awareness and knowledge on
bullying/cyberbullying, to increase the empathic engagement between the user and the victim
or between the user and the bystanders, to improve the victims' and the bystanders' coping
strategies and problem solving skills, to enhance social cohesion and to improve the quality of
social relationships.
School bullying and peer victimization are major social problems affecting children and
adolescents in all parts of the world. Children who were victims of bullying are at higher risk
for internalizing and externalizing psychological problems. The serious consequences of
bullying and peer victimization have generated considerable amount of attention from the
media and the public, as well as educators, school officials, researchers, practitioners, and
lawmaker in recent years. Among different approaches to intervention (e.g. curriculum, school
policies, teachers' interventions, peer mediation, peer education etc.), information and
communication technologies can be suitable tools and contexts for intervention with children
and adolescents promoting their emotional, psychological and social wellbeing. Serious game
provides an instructional tool to make the learning process more enjoyable, easier to
memorize and effective. It combines pedagogy goals and game play to increase the participant
interest and engagement compared to traditional methods.
Studies showed that the school-based programs reduced bullying of about 20–23% and
victimization of 17–20%. In future creations of anti-bullying prevention programs it is
suggested that these programs should include both, the interventions for the already known
victims and bullies, and preventive actions for all the children and adolescents that can be
delivered through serious games, virtual reality scenarios, and online activities. A
multidisciplinary team of psychologists, clinicians, and game designers has to work together to
develop genuinely innovative approaches in development of anti-bullying interventions.
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9.2. DESCRIPTION OF INTERACTIONS TO BE INTEGRATED IN SERIOUS GAMES
9.2.1. Description of interactions relating to safe use of the internet
These describe situations that could be represented in videogames to encourage safe use of
the Internet and to change bad practices (negative behaviours) among children aged 12 to 14
years.

1) Description of interactions regarding safe use of the internet: celebrating the birthday

We are going to propose a series of sequenced micro-tasks, specifying the scenarios,
characters, actions, tools and goals for each micro-task
TASK 1
SCENARIO: When leaving school
CHARACTERS: 2 friends
ACTIONS: They have been given a laptop computer at school to complete a task and they have
to choose/create a password to protect the computer.
TOOLS: avatar, multiple chances, warning messages
GOAL: Choose a secure password to protect a device

TASK 2
SCENARIO: At the entrance to the public library
CHARACTERS: 2 friends and a librarian
ACTIONS: The children want to connect to the library wifi. The librarian gives them the
password and they have to set up the wifi on their laptop
TOOLS: performance, affective agent, reward
GOAL: Distinguish between protected and unprotected wifi. Analyse risks

TASK 3
SCENARIO: At the entrance to the public library
CHARACTERS: 2 friends and a librarian
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ACTIONS: Register as a library user
TOOLS: role, challenge, help messages, reward
GOAL: Learn to register and set up a user name and password

TASK 4
SCENARIO: In the study room at the public library
CHARACTERS: 2 friends
ACTIONS: Look for information on their favourite singer/band
TOOLS: performance, information, warning messages, report
GOAL: Learn to carry out safe searches or perform searches on safe pages.

TASK 5
SCENARIO: In the study room at the public library
CHARACTERS: 2 friends
ACTIONS: Download images and videos of their favourite singer/band with copyleft licence
TOOLS: performance, information, limited set of choices.
GOAL: Learn to use digital resources (images and videos) legally

TASK 6
SCENARIO: Living room at home with mother/father, playing a game using a games console
and connecting with friends via webcam
CHARACTERS: Child and father/mother
ACTIONS: Dangerous situations appear during play (intrusion of strangers etc.)
TOOLS: challenge, warning messages, rewards.
GOAL: Learn to safely play online games

TASK 7
SCENARIO: Having dinner in the kitchen with family
CHARACTERS: Child, father/mother and older brother
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ACTIONS: Talk about dangerous situations that they have experienced when playing and how
to avoid them in the future (webcam protection etc.)
TOOLS: report, questions, affective agent.
GOAL: Learn to protect oneself from the dangers of online gaming (incorrect use of webcam
etc.)

TASK 8
SCENARIO: At the child’s home celebrating their 14th birthday
CHARACTERS: The child and 2 friends
ACTIONS: Decide that they are old enough to open a Facebook account and choose the
information to include on their profile (data and privacy)
TOOLS: challenge, performance, characters, roles.
GOAL: Learn to create a Facebook profile with proper concern for privacy

TASK 9
SCENARIO: At home celebrating their birthday (continuation of previous scenario)
CHARACTERS: The child and 2 friends
ACTIONS: Choose friends on a social network (Facebook)
TOOLS: performance, questions, help messages, information.
GOAL: Set up a network of friends within their circle of trust

TASK 10
SCENARIO: At home celebrating their birthday (continuation of previous scenario)
CHARACTERS: The child and 2 friends
ACTIONS: Receive a private message from an unknown person asking to meet up (to get to
know them)
TOOLS: questions, help message, challenge, affective agent
GOAL: Learn to protect oneself from strangers (not accepting requests from unknown people
for face-to-face meetings)
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TASK 11
SCENARIO: Having a birthday party: taking photos
CHARACTERS: The whole group of friends
ACTIONS: Wanting to share photos with friends who were unable to come to the party. Have
to make an appropriate selection of the images to be shared on Facebook
TOOLS: characters, warning messages, information.
GOAL: Learn to ask permission from people in photos, not to tag photos without permission,
not to include personal information in labels etc.

TASK 12
SCENARIO: In the street, sitting on a park bench
CHARACTERS: Various friends (preparing a camping trip with other friends, using a
smartphone)
ACTIONS: Send WhatsApp messages to friends to prepare the camping trip (what clothes to
wear, etc.)
TOOLS: multiple chances, report, help messages.
GOAL: Learn how to make proper use of instant messaging (use of emoticons, avoiding
capitals, etc.)

TASK 13
SCENARIO: Camping
CHARACTERS: Various friends
ACTIONS: Photos being taken in potentially embarrassing situations in a relaxed environment.
Decide which photos to share
TOOLS: information, performance, warning messages.
GOAL: Learn to distinguish what information can be published online and the consequences of
publishing inappropriate information
TASK 14
SCENARIO: Camping
CHARACTERS: Two children
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ACTIONS: One child threatens another with publishing an embarrassing photo on the class
WhatsApp group
TOOLS: roles, limited set of choices, rewards.
GOAL: Learn to prevent bullying

TASK 15
SCENARIO: Camping
CHARACTERS: Child who takes the protagonist’s smartphone
ACTIONS: One child takes another’s smartphone. The screen is not locked. The child who takes
the phone sends a Snapchat message, using the owner’s identity
TOOLS: performance, report, affective agent.
GOAL: Learn to protect mobile devices and to deal with the consequences of one’s identity
being stolen

TASK 16
SCENARIO: Public square in a city, at a news kiosk
CHARACTERS: Kiosk owner and child
ACTIONS: The kiosk owner asks the child for their email address in order to send them
information about the games magazine they are interested in
TOOLS: warning messages, challenge, questions.
GOAL: Not to provide email address to people who are not trusted

TASK 17
SCENARIO: At home, in their room
CHARACTERS: Child
ACTIONS: Child is sending an email to their cousin, telling them about the camping experience.
Checks their email and finds a false email supposedly from a friend, containing a Trojan file.
The child has to decide whether or not to open it
TOOLS: report, help messages, information
GOAL: Learn to identify messages and files of dubious origin
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2) Description of interactions regarding safe use of the internet: promotion of basketball
team

Group made up of a basketball team, aged from 12 to 14 years. Before a major tournament
they are due to play in and with the permission of their parents or guardians (who will be
present at the matches), they decide to promote themselves to make sure that they receive as
much support as possible. They split into pairs in order to promote themselves through various
networks, and each pair has different tasks. One member of each pair must be aged 13–14,
since the minimum age for using most social networks is 14 (with the consent of parents or
guardians). They intend to carry out the following promotional activities:



Recording video, uploading it to YouTube and sharing it on social networks.



Asking parents and coaches to share information through WhatsApp (the minimum
age for using this instant messaging app is 16 years).



Sharing their training sessions on Instagram.



Promoting themselves on Twitter, asking institutional accounts to help them to
promote themselves via mentions or retweets.



Posting photo albums for their matches and training on Pinterest.



Creating a team page on Facebook and creating events for the preparation and
tournament matches.

Each pair will use a smartphone—either their own or a parent’s—to immediately share their
experiences1).
With regard to computers, they will use mini-laptops provided by the school, and those who
cannot use them at home will use the ones at the public library.

WHOLE GROUP:
The coaches hold a meeting with all the boys/girls [it would be useful for the teams to be
mixed sides including boys and girls2 and taking into account different player origins]. They
decide that they need support during the matches, since home-field support is always of help
at decisive moments of games, and they are thinking about looking for it via technological
media such as social networks. This should all take place within the context of safe use of the
Internet and technologies. As a group they decide that they have to create a Gmail account for
use across the different social networking sites. In order to do so, they ask for help from one of

1

http://www.elmundo.es/sociedad/2016/10/03/57f2573546163feb258b460f.html

2

The masculine is used throughout to refer to both sexes.
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the parents (of one of the team members), who creates a Gmail account from their
smartphone.
They decide together on the email user name and password. When creating the account, the
parent/guardian [who should be from a different gender in each of the situations in which
parents appear, or could even be a grandparent or guardian] helps them to understand the
terms of use, which they accept.
They then choose a user name for the account that represents the team, deciding as a group
and without using personal data such as the names of team members, the name of their
school, or the place they live in. As such, they do not provide personal data in the user name.
They choose a group-approved password that is eight characters in length, that contains
upper-case and lower-case letters, numbers, and symbols, and that also discloses no personal
data (such as names of children, their home town or their school). The password and user
name are only known by the team members and their parents. The spam filter is activated in
email preferences. All the players give consent (via their parents/guardians3) for certain
personal images or videos to be published.
Tasks are distributed among the pairs. The minimum user age is 13 years on most social
networks. The basketball team, made up of 12 children, is divided into pairs, with one member
of each pair being at least 13–14 years old in order for all the pairs to be able to use the social
networks.
When they finish, they log out of the email session on the parent’s mobile device. They also
agree on how they will use the account: to create social network accounts and to promote the
matches (and never to send spam or junk mail).
Goals:


Creating and personalising a user account.



Reading the terms of use with the help of a supervising adult.



Choosing appropriate handles or user names that do not contain personal data.



Not sharing passwords (except with parents and the other team members).



Creating a complete and secure password.



Logging out when finished using the account.



Using email addresses with common sense.



Knowing how to activate the spam filter on email accounts.

PAIR 1 [one female and one male character, for example].
This pair takes care of making a video and posting it on YouTube to promote the next match.
They make the video at one of their houses, in the presence of a parent and with the help of a
supervising adult. They decide together on the user name, with the help of the parent and

3

Any use of the term “parent” refers to both sexes and legal carers/guardians.
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remembering not to include personal data (for example, school, home town or children’s
names).
They choose an eight-character password containing upper-case and lower-case letters,
numbers and symbols. The parent then creates a YouTube account for them and explains the
service terms of use, in addition to reminding them that they should only use the account to
upload team videos and promote the team. The 13- or 14-year-old player uses the parentcreated YouTube account, with the permission of their parents.
They carry out an online search for images, videos and songs to include in the video, taking
care to search for these resources on websites that provide media free of copyright. During the
search, they visit low-security sites (with the “s” not appearing in “https”) and stop using them
once they realize or the parent tells them, and they avoid spam. They see pages with
misleading advertising and the parent explains that they must not trust this information; they
close the pages, knowing that they are not genuine.
They analyse the files that they have downloaded to see if they are appropriate for the task at
hand. As personal photos and videos of some previous matches are to be uploaded, the parent
asks if they have obtained permission from the other players’ parents. The players say that
they have, and the parent reminds them of the importance of always doing so, given its
importance for their safety.
Furthermore, they review the personal photos and videos that they have chosen to ensure
that none of their peers looks strange or could have their feelings hurt as a result of
publication.
They make the video and upload it to the account with the parent’s help, writing an
appropriate description of the video that uses clear and specific language, respecting online
etiquette (not using offensive language, avoiding capital letters as this can denote shouting,
not using excessive tags or hashtags, etc.). When they finish, they log out of the YouTube
account on the computer they are using.
Goals:


Creating and personalising a user account.



Reading/understanding the terms of use for YouTube accounts, with the help of their
parents.



Choosing appropriate handles or user names.



Not sharing passwords (except with parents and the members of the team).



Creating a complete and secure password without using personal data.



Browsing websites that are appropriate to their age and interests and keeping whether
or not pages are secure (https) in mind.



Knowing how to prevent spam or block web browser pop-ups.



Ignoring misleading advertising when browsing online.



Securely downloading files, programs, games, videos, etc. when browsing online.



Logging out of an account when no longer using it.



Using email addresses with common sense.
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Knowing age restrictions online and for the various social networks, and acting in
accordance with them.



Knowing how to behave respectably and politely on social networks (netiquette),
including exercising judgment in uploading information and analysing information
received.



Using appropriate language on social networks (netiquette).



Not publishing photos of anyone without their permission.



Not uploading provocative/strange photos of oneself or of others, as they could be
used against the people in question.



Knowing about copyright and working with content in a manner that respects the
rules.

PAIR 2
They take care of organising the dissemination of tournament information via WhatsApp. Since
the minimum permitted age for using WhatsApp is 16 years, neither player in the pair can use
it personally, so they request the help of the players’ parents in order to carry out the
promotion.
At one of the pair’s houses, they create an image for promotion by sharing it across this instant
messaging network. They also use copyright-free images that are located in different
repositories and use their own images (provided they have obtained permission from the
parents of all the players).
They attach informative text regarding the tournament to the image, using appropriate
language and respecting netiquette. They log in to the team’s email account and send the
photo and text to their parent’s account so that the parent receives the email on their mobile
device and is able to share it on WhatsApp. The players log out of the email account. They ask
their parents to send all their contacts the information created.
Goals:


Using email addresses with common sense.



Knowing online and social network age restrictions and acting in accordance with
them.



Using appropriate language on social networks (netiquette).



Not sending sensitive material via instant messaging.



Being responsible and respectful with regard to the content generated via instant
messaging.



Knowing how to communicate correctly, including being able to express what one
wants to say in the way one wants to say it via instant messaging.



Not publishing photos of anyone without their permission.



Not uploading provocative/strange photos of oneself or of others, as they could be
used against the people in question.
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Knowing about copyright and working with content in a manner that respects the
rules.

PAIR 3
They take care of sharing images and videos of training and matches on the Instagram social
network. Using one of their parents’ mobile devices and with the parent’s help, they download
the application and create an account. The parent helps them to understand the terms of use
for registration and accepts the terms on their behalf. The 13- or 14-year-old player (who is the
child of the parent in this scenario) is able to use the account with their parent’s permission,
with a user name that they all decide upon (not incorporating personal data such as school,
child’s name, home address, etc.).
They choose an eight-character password containing upper-case and lower-case letters,
numbers and symbols in order for it to be secure, and they choose something that only they
and their parents know. They follow institutional accounts for the city in which they live (city
council accounts and those of different schools, community centres, libraries, media outlets,
etc.), so these institutions can promote them via comments.
They realise that it is necessary to protect the mobile device with a password to unlock it, since
the smartphone locks itself and the parent enters the code to unlock the device and also
reminds them of its importance (as well as the importance of not disclosing it to anyone,
except the parents).
They take videos and photos of training with their own mobile devices, or tell their parents to
do so. They act naturally in front of the camera and do not adopt peculiar poses. They seek
permission from all the players’ parents to take these photos/videos and put them online, also
making sure that the photos are suitable.
They upload the photos and videos to Instagram with parental assistance. On one training day,
insulting and threatening comments are made on all the posts from an unknown account. They
inform the coaches and parents, and the parents use the “block user” and “report user”
options offered on Instagram.
Additionally, the parents talk to the players about the situation so that they feel supported.
They log out of the account on the phone that they are using when they have finished making
their posts.
Goals:


Making proper use of security on mobile devices.



Creating and personalising a user account.



Reading terms of use with the help of supervising adults.



Choosing appropriate handles or user names.



Not sharing passwords (except with parents).



Creating complete and secure passwords.



Logging out when finished using the account.
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Using email addresses with common sense.



Knowing different online and social network age restrictions and acting in accordance
with them.



Knowing how to behave respectably and politely on social networks (netiquette),
including exercising judgment in uploading information and analysing information
received.



Using appropriate language on social networks (netiquette).



Behaving the same way on social networks as in real life.



Informing parents or coaches of situations of bullying and talking to them about the
situation.

PAIR 4
They take care of sharing images of the team and sharing the videos that their teammates
have uploaded to YouTube on the Twitter social network. They then try to promote the team
via comments and retweets from institutional accounts.
They download the application and create an account using one of their parents’ mobile
devices, in the presence and with the help of the parent. The parent helps them understand
the terms of use for registration and they accept them.
The player aged 13 to 14 years old is permitted to use this account on Twitter (the smartphone
being used belongs to a parent of this child). They decide together on a user name and choose,
together with the parent, an eight-character password containing upper-case and lower-case
letters, numbers and symbols, in order for it to be secure.
They follow institutional accounts from the city in order to receive promotion, focusing
particularly on verified profiles. They mention the accounts in tweets, hoping that the tweets
will be read and the institution will comment or post retweets.
An unknown profile, which appears to come from a supporter of a rival team and which has an
egg image as its avatar (a default image offered by Twitter), insults the team’s account and
uses capital letters.
They tell the parents what has happened and the parents use the options available on Twitter
to block and report the user. The parents talk to them about what has happened to remind the
children that they must trust them in these situations and to make the children feel supported.
They log out of the account on the smartphone after the posts have been made.
Goals:


Making proper use of security on mobile devices.



Creating and personalising a user account.



Reading and understanding terms of use with the help of supervising adults.



Choosing appropriate handles or user names.



Not sharing passwords (except with parents).



Creating a complete and secure password without using personal data.
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Logging out when finished using the different accounts.



Using email addresses with common sense.



Knowing different online and social network age restrictions and acting in accordance
with them.



Knowing how to behave respectably and politely on social networks (netiquette),
including exercising judgment in uploading information and analysing information
received.



Using appropriate language on social networks (netiquette).



Behaving the same way on social networks as in real life.



Informing parents of situations of bullying.

PAIR 5
They take care of sharing photo albums and videos of training sessions and matches on the
Pinterest social network. One of them uses a parent’s mobile device, and in their presence and
with their assistance, they download the application and create an account.
They read the terms of use for registration, with parental assistance (the parent reminds them
of the importance of this process), and accept them. The 13- or 14-year-old player (who is the
child of the parent providing the mobile device for this task) is permitted to use this Pinterest
account. They choose a user name together. They select an eight-character password that
contains upper-case and lower-case letters, numbers and symbols. So that it is secure, the
password does not contain any personal information (for example, names, surnames, street
names, schools or birth dates).
They follow institutional accounts from the city in order to obtain help in their promotional
activities. While they are thinking about what to do, the screen of the parent’s mobile
becomes locked, and this reminds them of the importance of protecting the mobile device
with a password to unlock it. The parent unlocks the device for them.
They then take videos and photos of training with the parent’s smartphone and get their
parents to do so for the training/match. Beforehand, they make sure to obtain permission
from all the parents of all the players to use the photos and upload them onto the social
network.
They all act naturally in front of the camera. The pair asks their teammates if the photos are
suitable and makes sure that the photos and videos are not strange and do not display them
engaging in unusual activities or talking about things that they shouldn’t be talking about.
They upload the photos and videos, creating a different album every day, using appropriate
titles and labels (without insults, without laughing at other teammates, and behaving in
accordance with netiquette).
They log out of the Pinterest account on the mobile phone when they have finished making
their posts.
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Goals:


Making proper use of security on mobile devices.



Creating and personalising a user account.



Reading and understanding terms of use with the help of supervising adults.



Choosing appropriate handles or user names.



Not sharing passwords (except with parents).



Creating a complete and secure password without using personal data.



Logging out when finished using the different account.



Using email addresses with common sense.



Knowing about different online and social network age restrictions and acting in
accordance with them.



Knowing how to behave respectably and politely on social networks (netiquette),
including exercising judgment in uploading information and analysing information
received.



Using appropriate language on social networks (netiquette).



Behaving the same way on social networks as in real life.

PAIR 6
They take care of creating a page for the team on the Facebook social network in order to
promote the team and create events for matches. In the library with a parent, using a minilaptop given to them at school, they use the public library’s wifi (as there are many wifi
connections, including ones with unusual names that suggest that they are not the library’s
wifi) and go online.
They create the account with the help of the parent who has accompanied them to the library.
They read the terms of use for registration, in the presence and with the assistance of the
parent, and accept them. The 13- or 14-year-old player is permitted to use the Facebook
account. They choose a user name together, and select an eight-character password
containing upper-case and lower-case letters, numbers and symbols. They decide on privacy
settings for the page.
They follow institutional accounts from the city in order to get help in promoting themselves.
They create events for the tournament matches. They receive supportive comments from
people whom they know and reply responsibly and respectfully, using suitable language and
emoticons (in accordance with netiquette).
A local media outlet writes to them to ask for information and to produce a report on
preparations for the championship. Before answering, they tell their parents about the
situation in order for them to decide what do as their guardians. Moreover, as the children are
minors, the parents have to give permission for the report.
They log out of the Facebook account on the computer after they have finished making their
posts.
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Goals:


Creating and personalising a user account.



Reading and understanding terms of use of services with parental help.



Choosing appropriate handles or user names.



Not sharing passwords (except with parents).



Creating a complete and secure password without using personal data.



Browsing websites that are appropriate to their age and interests.



Being appropriate in forum participation (following netiquette).



Logging out when finished using an account for a particular service or social network.



Using email addresses with common sense.



Knowing different online and social network age restrictions and acting in accordance
with them.



Knowing how to behave respectably and politely on social media networks
(netiquette), including exercising judgment in uploading information and analysing
information received.



Using appropriate language on social media networks (netiquette).



Knowing how to choose the highest privacy levels on social media networks.



Knowing who is a friend on social media networks and not being misled by strangers.

General considerations to take into account when designing games in order to be
consistent with safe use of the internet

1. Pop-up windows should not require the user to pay real money in order to move to the
next level of a game upon completion of the current level.
2. On completing the level and seeing their position, the user should not have the option to
publish it on a social network.
3. When the corresponding level or stage is completed, advertising should not pop up
encouraging the user to download another similar game for which they have to enter
their data or pay money, or download videos or programs.
4. If it is an interactive game for players from all over the world, insults and threats should
be blocked on social interaction segments.
5. The game should not contain situations of violence, discrimination, or abuse.
6. Avatars should be limited to those designed for the program, with no obligation to upload
photos, personal data, etc.
7. Positive responses can lead to rewards (virtual cash, stars, etc.) that allow the user to
personalise their avatar (for example, adding hats, hair colours, retro clothing etc.).
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9.2.2. Description of interactions about bullying behaviour
A tacit model of learning that is inherent in most studies of instructional games (Garris, Ahlers,
& Driskell, 2002) depicted certain features or characteristics of games that trigger a cycle that
includes user judgments or reactions such as enjoyment or interest, user behaviours such as
time on task, and further system feedback. The efficacy of this cycle in engaging player in selfmotivated game play and achieving of training objectives and specific learning outcomes
depends on the extent of successful pairing instructional content with appropriate game
features.
Game content must be appropriate for the predetermined learning objectives and players
(Ibrahim et al., 2012). The learning objectives of the bullying game relate to knowledge,
attitudes, perceived behaviour control, self-efficacy, and bullying behaviour in school context
and players will be students from 12 to 14 years old. Therefore, instructional content should
relate to different school contexts where bullying behaviour occurs (Raminhos et al., 2016).
That context can be used to situate learning because it deploys an environment with
appropriate interactions that are designed to fit the context of use in ways that are
immediately familiar and recognizable to students.
As according to Field (2007) bulling occurs at school, outside school and in the cyberspace,
game scenarios should take place in all of these contexts. When student are at school, bullying
could take place in the classroom, at the playground, in the canteen, toilets, near lockers, at
sporting facilities, change rooms, and isolating corridors. Outside school, bullying happens
while students travel to and from school, at after-school care programs, and on the
playgrounds. In cyberspace bullying happens by text massages, emails, Internet chat rooms
and websites, bulletin boards, digital photographs and social networks.
Behaviours representative for different types of bullying should be included in the scenarios.
The types of bullying (Field, 2007) are:

1. Teasing is verbal violence. The most common forms of teasing are related to appearance,
sexuality and social approval. The main types of teasing are name-calling, harassing, yelling,
insulting or nagging, verbal demands or threats, making noise as the target walks past, and
phone abuse, nasty notes, teasing by using Internet, email, SMS texting and other electronic
forms.

2. Exclusion or relational bullying is based on social manipulation, and can be expressed
openly (You can’t sit with us) as well as involving indirect, subtle, secret behaviours or
nonverbal body language by the bully and others. A bully can manipulate the group without his
direct involvement, by using the social structure to attack the target. The goal of exclusion is to
create a group identity that becomes a powerful control mechanism. Each group member
knows that if he tries to protect the target, he may be next. Exclusion includes pretending to
be friendly to the target and then sporadically turning against him, as the target approaches,
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the group giving him “the silent treatment” and turning their backs, the bully saying something
to the target and walking off before he can reply, pointing, staring, sniggering, laughing,
making faces, mimicking, or whispering with others while looking at the target, threatening
poses, menacing gestures, ”the look”, excluding the child from the peer group, conversation,
planned activities or games, not sharing a seat while pretending to save it for someone else,
malicious gossip and rumours designed to make other children denigrate the target, e.g.
exposing his secrets to others, and extortion and threats, e.g. “I won’t be your friend if you
don’t buy me a snack”, “You won’t come to my party if you don’t give me your homework to
copy”.

3. Physical bullying involves regularly attacking someone who is weaker. It can be directly
aggressive, such as hitting, kicking and spitting, or indirect, such as by gesture, suggestion,
stalking, and defacing or hiding property. It can include grabbing the target by his clothing and
tearing it or being involved in fights in which he is defenseless. It includes: pushing, shoving,
kicking, pinching, punching, bumping, knocking, hair-pulling, physical restraint, tripping up, and
the use of weapons, stealing books, lunch or other possessions from a desk or locker, throwing
someone’s belongings around the classroom, interfering with or damaging a child’s clothes,
belongings in his desk, locker or elsewhere, e.g. pushed over, broken or hidden; taking away
the chair as a child is about to sit on it; locking him in a room or cupboard, putting his head in a
toilet, flicking water at the child from tap, flicking bits of paper or rubber bands, and
sabotaging homework or computer studies.

4. Harassment generally involves repeated, annoying questions, statements or attacks about
sexual, gender, racial, religious or nationality issues. It includes: subjecting a child to any sexual
gestures, interference, acts of physical intimacy and assaults via touching, grabbing or
pinching, e.g. fondling a girl’s breasts, touching a child’s private parts, flicking a girl’s skirt,
urinating at someone, pulling the target’s underpants down in front of other students, looking
under the toilet door, making direct or indirect comments about a child’s sexuality (e.g. You
are gay; You are a homo/lesbian; You are a girl. (To a boy)), using intimidating language (e.g.
Fuck off; Your mother is a slut; Go back to where you come from), making unwelcome sexual
advances or requests, and stalking inside or outside school.

In bullying scenarios there should be three roles: bully, victim and bystander. There could be
one or more bullies, as well as victims, but bystanders are usually in majority. Therefore, it is
especially important to include mostly bystander role, because it was found that the
intervention programs aimed at changing bystander behaviour were the most effective
(Padget & Notar, 2013; Polanin, Espelage, & Pigott, 2012).

In creating game characters, both genders should be included in all roles, because boys and
girls bully equally and both can be targets. However, some gender differences in bullying
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should be taken into account when creating bulling scenarios. Boys often use bullying tactics to
make a reputation and girls often do so to protect their reputation. Boys typically bully openly
and prefer physical bullying. They focus upon individual achievement and action, supported by
their physical d. They are less interested in teasing, exclusion and indirect bullying. Girls
typically prefer teasing or indirect, less physical bulling. They use verbal attack, malicious
gossip, rumours and exclusion.

The game players should not be flooded with information about bullying, why bulling is bad or
how to address the issue of bullying. Instead, the player needs to decide how to react to
bullying.
He/she
could
choose
between
adaptive/prosocial
behaviour
or
maladaptive/aggressive or passive reactions.
Reactions in different roles could be:
1. BYSTANDER could choose between several options when witnessing bullying episode:
1.1. Prosocial reactions
(a) comfort the victim by saying something nice to him/her or by hugging him/her,
(b) “stealing the show” (using humour to turn students’ attention away from the
bullying situation),
(c) ask adult for help; defend the victim by confronting the bully or by embracing the
victim,
1.2. Passive reactions - ignoring, leaving the situation
1.3. Aggressive reactions
(a) laughing,
(b) cheering, encouraging the bully,
(c) joining the bully in bullying behaviour,

2. VICTIM could choose between:
2.1. Adaptive reactions
(a) acting like bully's words are having no effect on victim, standing tall,
(b) making eye contact,
(c) standing up for himself (saying: Leave me alone!), telling an adult;
in the case of cyberbullying:
(a) don’t respond; save the evidence,
(b) respond "I'm saving evidence of this conversation"; block the bully,
(c) report bully to adults; contact provider
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2.2. Maladaptive reactions
(a) doing nothing, looking down, body movements paralyzed,
(b) withdrawing, babbling,
(c) crying, begging bully to stop, blaming or criticizing back, in case of cyberbullying:
responding by fighting back

3. BULLY could choose between:
3.1. Prosocial reactions
(a) think about own feelings when bullied (I feel hurt/intimidated when someone bullied
me), recognizing anger, recognizing boredom,
(b) self-control e.g. dealing with that anger (I am so angry! Stop! Breathe slowly!), deal
with boredom (I didn’t mean to hurt him, I am just bored! I should find another way
to entertain myself.),
(c) recognizing own inappropriate behaviour and apologize, asking professional for help
to understand own behaviour (Why did I do that? Maybe I should talk about that
with someone.)
3.2. Aggressive reactions
(c) continue with same or different bullying behaviour

The reactions within each role and marked with letters (a, b, and c) differ regarding degree of
adaptiveness.
In the categories of prosocial and adaptive reactions, those marked with (a) are the least
adaptive, while the reactions marked with (c) are the most adaptive reactions, but they are in
the same time the most demanding and challenging for the player.
In the categories of aggressive and maladaptive reactions, those marked with (a) are the least
maladaptive, while the reactions marked with (c) are the most maladaptive.
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